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Document Copyrights 
Copyright 2026 is owned by JVCKENWOOD Corporation. All rights reserved. 

No part of this manual shall be reproduced, translated, distributed or transmitted in any 

form or by any means, electronic, mechanical, photocopying, recording or otherwise, for 

any purpose without prior written consent from JVCKENWOOD Corporation. 

 

 

Disclaimer 
This document is intended to provide basic and general information about the specifications 

of the products listed above and the system configuration. The intended purpose of all 

technical descriptions herein shall be to improve your understanding of product 

specifications and system configuration. The descriptions provided in this document are 

carefully examined and are believed to be entirely reliable. JVCKENWOOD Corporation shall 

be entirely free from any responsibility and liability for inapplicability, damage or loss 

arising from inaccuracies in this document and reserves the right to change the product 

specifications herein to improve readability, function or product design. The applicability of 

the descriptions in this document may vary depending upon the product specifications and 

configurations of relevant equipment. 

Furthermore, you are neither licensed nor entitled to use and/or divert any descriptions in 

this document to your application. 

Contact JVCKENWOOD Corporation for further details. 

 

The AMBE+2TM voice coding Technology embodied in this product is protected by 

intellectual property rights including patent rights, copyrights and trade secrets of Digital 

Voice Systems, Inc. 

NEXEDGE® is a registered trademark of JVCKENWOOD Corporation in the U.S. and other 

countries 

NXDNTM is a trademark of Icom Incorporated and JVCKENWOOD Corporation. 

All other product names referenced herein are trademarks or registered trademarks of their 

respective manufacturers. 
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1. Release information 

This release (R2.0) for the NEXEDGE 2nd Generation System (“Gen2”) includes the following enhancements: 

 

⚫ Advanced Authentication (Centralized Authentication Services) 

SCU (System Configuration Utility) / NMC (Network Manager Client) now allow user authentication via 

LDAP/RADIUS. 

⚫ Security Enhancements 

Strengthened security for management access and communications, including HTTPS, password 

requirements, access protection, and privacy/warning notices. 

⚫ Field Support / Diagnostic Logs 

Expanded field support capabilities and diagnostic data collection to accelerate issue investigation. 

 

1.1. Advanced Authentication 

This release enhances user authentication in the NEXEDGE 2nd Generation System. In addition to the previous 

fixed approach, administrators can now choose LDAP or RADIUS, enabling flexible deployment that aligns with 

network environments and operational policies while improving security and manageability. 

 

⚫ Previous Method 

Usernames and passwords for Web access were registered on the NEXEDGE 2nd Generation System 

(SCU/NMS), and authentication was performed by matching the login credentials against locally stored 

account information.  

 

⚫ What’s New 

Instead of registering user accounts on the NEXEDGE 2nd Generation System (SCU/NMS), these systems 

can now leverage external authentication backends (LDAP/RADIUS) to perform user authentication. 

 

⚫ Scope of Application 

This capability applies when users log in to the SCU via a Web browser and when users log in to the NMS 

via the NMC; in both cases, LDAP/RADIUS authentication is used. 

 

⚫ Benefits 

➢ Greater flexibility in authentication methods. 

➢ Enhanced security. 

➢ Easier integration with existing enterprise directories and authentication infrastructure. 
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1.1.1.LDAP 

LDAP (Lightweight Directory Access Protocol) is an authentication approach that utilizes directory services. In 

this release, the NEXEDGE 2nd Generation System (SCU/NMS) supports user authentication via LDAP servers. 

You can use commonly deployed enterprise directories, such as Active Directory and other LDAP-compatible 

servers. 

 

1.1.2.RADIUS 

RADIUS (Remote Authentication Dial-In User Service) is a widely used authentication protocol for network access 

control. In this release, the NEXEDGE 2nd Generation System (SCU/NMS) supports user authentication via 

RADIUS servers. It can be seamlessly integrated into environments where RADIUS is already used for VPN or 

Wi‑Fi authentication. 

 

1.2. Security Enhancements 

To strengthen the security of the NEXEDGE 2nd Generation System (SCU/NMS) operations and management, 

this release implements improvements in three key areas: encrypted communications, login protection, and 

minimization of personal data. 

 

⚫ HTTPS by default (SCU/NMS/NMC) 

Starting with this release, HTTPS protocol will be used by default when accessing the SCU (System Configuration 

Utility) via a web browser. Communication between the NMS (Network Manager Server) and NMC (Network 

Manager Client) will also transition to HTTPS communication. The operational procedures remain largely 

unchanged from previous versions. 

 

⚫ Stronger login controls (SCU/NMC) 

When logging into the SCU (System Configuration Utility) or NMS (Network Manager Server), the use of default 

passwords will be discontinued. Users must set a new password during their first login. Additionally, if the 
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password is entered incorrectly a certain number of times consecutively, login will be restricted for a set period. 

 

⚫ Data minimization for user information (SCU) 

Removed certain user information items configured in the NEXEDGE 2nd Generation System (SCU) and retained 

only the necessary and sufficient information (minimization). 

 

1.3. Field Support / Diagnostic Logs 

To accelerate root‑cause analysis when issues occur, this release expands field support capabilities and diagnostic 

data collection. These features are intended to assist troubleshooting rather than daily operations. 

 

⚫ Collected Data (Added/Enhanced) 

➢ Packet Capture: Capture network traces to help isolate network‑related events. 

➢ Core Dump: Output memory dumps upon abnormal events to analyze process state. 

➢ Syslog: Records more events within the system than before, making it easier to understand the 

chronology of events and perform correlation analysis. 

➢ Diagnostic Data (added items): Add useful items for analysis and enable consolidated collection. 

 

The collected data will be used by our support team for analysis. 
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Revision History 

 

Version Date of issue Note 

1.00 27th Feb. 2026 First Release 
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