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Document Copyrights

Copyright 2021 owned by JVCKENWOOD Corporation. All rights reserved.

No part of this manual shall be reproduced, translated, distributed or transmitted in any
form or by any means, electronic, mechanical, photocopying, recording or otherwise, for
any purpose without prior written consent from JVCKENWOOD Corporation.

Disclaimer

This document is intended to provide basic and general information about the specifications
of the products listed above and the system configuration. The intended purpose of all
technical descriptions herein shall be, to improve your understanding of the product
specifications and system configuration. The descriptions provided in this document are
carefully examined and are believed to be entirely reliable. JVCKENWOOD Corporation shall
be entirely free from any responsibility and liability for inapplicability, damage or loss
arising from inaccuracies in this document and reserves the right to change the product
specifications herein in order to improve readability, function or product design.
Applicability of the descriptions in this document may vary depending upon the product
specifications and configurations of relevant equipment.

Furthermore, you are neither licensed nor entitled to use and/or divert any descriptions in
this document to your application.

Contact JVCKENWOOD Corporation for further details.

The AMBE+2™ voice coding Technology embodied in this product is protected by
intellectual property rights including patent rights, copyrights and trade secrets of Digital
Voice Systems, Inc.
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1. Release information

1.1. Features

Please prepare for the upcoming upgrade of NX-5000 Series. With a firmware update to be
scheduled in September of 2021, NX-5000 series will equip two brand-new features i) P25
Enhanced Encryption (ARC4) and ii) P25 OTAP. The version upgrade will be initiated once
the applicable license is purchased (see 1.2). Check information below for enabling all new
features.

1.1.1. P25 Enhanced Encryption

NX-5000 Series start to offer more enhanced security in Voice and Data through a new

built-in technology, P25 Enhanced Encryption (ARC4). To initiate the version upgrade,

KPG-D1/D1N must be accordingly upgraded. Please therefore update the existing FPU
(KPG-D1/D1N : Filed Programing Unit) to the latest version. With this, you will be able to

set up Encryption Key to start to experiment P25 Enhanced Encryption in these series.

Radio "A" P25 Trunking/Conventional System

gec\'

SCure o

MNX-5000 Series

| Direct mode |

Radio’8 | Repeat mode |

Secure call

Radio "C"
NX-5000 Series

1.1.2. P25 OTAP (USA Only)

For this Version up, The KPG-180AP has supported OTAP (Over the Air Programming) on
the P25 Trunking System. Previous version of KPG-180AP has supported the P25
Conventional system, but with this version upgrade, this functionality is NOW supported by
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not only Conventional System but also P25 Trunking System.

Since NX-5000 Series require a pre-registration of Data Registration Server for using this
feature in P25 Conventional System, several setting items have been added at KPG-
D1/D1N. For more detail about P25 OTAP technically, please refer to an Application Note
which will be issued later on.

P25 Trunking System

< OTAP Data (IP Connect) |

OTAP Manager

1.2. Licenses

See the title and the description of licenses required for the upgrade in below.

1.2.1. Radio Feature License
To activate P25 Enhanced features, please purchase the license below:

NX-5000 Series KWD-5107EE License for P25 Enhanced Encryption

1.2.2. Software License
To activate KPG-180AP OTAP Manager in your P25 Trunking System, please purchase the
license below:

KPG-180AP KWD-AP6-P25T License for P25 Trunking System
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2. Compatibility of programming software

2.1. KPG-D1/D1N

This section describes compatibility among previous versions and the newest versions of
Firmware and programming software (KPG-D1/D1N). Check file compatibility with earlier
versions.

[Definition]

Open: Opening a data file by programming software

Read: Reading programming data from subscriber unit

Write: Writing programming data to subscriber unit

New Data: A data file generated by programming software Version 4.50

Old Data: A data file generated by programming software version prior to 4.40

2.1.1. Compatibility of Opening a data file
New Data Old Data

FPU

(*1): You can open the saved data written by FPU of V4.21 or greater, if P25 Enhanced Encryption of
Product Information is off. Please note that you cannot open the data if this feature is on.
NB: any saved data written by the earlier versions than V4.21 cannot be opened.

2.1.2. Compatibility of Reading from a subscriber unit
NX-5000 series
Firmware

V4.50 Prior to 4.40
FPU

(*2): Similarly as (*1), You can read the saved data written by FPU of V4.21 or greater, if P25 Enhanced
Encryption of Product Information is off. You cannot read the data if this feature is on.

NB: any saved data written by the earlier versions than V4.21 cannot be read.

2.1.3. Compatibility of Writing to a subscriber unit

NX-5000 series
Firmware

V4.50 Prior to V4.40
FPU
Version | prior 04.40 __
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3. Product Versions

Please check newly released versions:
Supported Version in this Release
Product

P25 Enhanced Encryption
P25 Trunking OTAP

P25 Enhanced Encryption
P25 Trunking OTAP

V4.00 P25 Trunking OTAP

NX-5000 series
V4.50

KPG-D1/D1N
V4.50

KPG-180AP



Revision History
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Version Date of issue Note
1.00 31 August 2021 First Release
1.01 6 September 2021 Additional information to the P25 Enhanced

Encryption which is the same functionality as ARC4.

Description of P25 OTAP has been changed.
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