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1. Release Information

IP Gateway designed based on DMR AIS (Application Interface Specification) works with Radio
Activity KAIROS System is released. IP Gateway is interface of KAIROS system to connect a
console, a Voice Logger and an OTAP manager. In addition, IP Gateway stores various logs for
maintenance.

1.1. Version Information

This document describes IP Gateway, Console and OTAP Manager that KAIROS system
supports. Version information is as follows.

IP Gateway KPG-1013GW Version 1.10

Console KAS-20S/KAS-20C Version 3.00

OTAP MANAGER KPG-180AP Version 3.00

KAIROS System Operating System: Linux 2.4.31 Version 01, Build 07

KAIROS Main Firmware Version 1.6.B.1_stable
KAIROS DSP Firmware Version 4.5C

KAIROS PLD Firmware Version 4.13

Tier Il Controller Version 1.0.5.0

KAIROS Manager Version 1.7.9



1.2. System Diagram
KAIROS DMR Tier Ill Trunking system connects consoles and voice loggers via IP network. It can
connect to 3™ party products which designed based on AIS as well. It recommends that the

system is installed in private network. As a reference, system diagram is as follows:
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2. IP Gateway (KPG-1013GW)

IP Gateway (KPG-1013GW) supports to connect between KAIROS system and consoles/3™ party
voice loggers/OTAP Manager. It works Tier Ill Trunking, S-Trunking and Tier Il Conventional
system with this software version.

2.1. Model Information

IP Gateway model name is “KPG-1013GW”.

To enable PC Server as an IP Gateway is required a software license activation. The software
license has three system types. Licenses are able to switch on the web interface if multiple
licenses are activated on the PC Server.

[Software License]

Tier 1l Trunking KWD-1013T3
S-Trunking KWD-1013ST
Tier 1l Conventional KWD-1013T2



2.2. Features

IP Gateway is operated on a PC Server and must be activated to work with Tier Ill Trunking, S-
Trunking and Tier Il Conventional System. IP Gateway service specifications are different with
each system. Comparison is as follows:

Unit ID Range 1to 16776415

Group ID Range 1to 16776415

Number of connectable system™ 1

Number of configurable repeaters™ 5000 N/A
Maximum Number of connectable Voice Loggers 10

Maximum Number of connectable Consoles 100

Maximum Number of registrable Group IDs per 100

one console™

Maximum number of sessions™ 1000

Maximum Number of configurable Console IDs™ 100

Maximum Number of configurable Group IDs"™ 10000

Number of storable communication logs™ Depend on HDD capacity N/A
Number of storable system logs 200000

*1: One IP Gateway can support one system only.
*2: The number of repeaters that can be listed by web interface.
*3: 100 Group IDs can be performed group registration per one console.
*4: |P Gateway can process 1000 sessions simultaneously.
*5: The number of consoles that can be listed by web interface.
*6: The number of Group IDs that can be listed by web interface. The Group IDs are calculated by
100 console IDs and 100 registrable Group IDs.
*7: 600GB HDD about 429GB (About 10 years / 480,000 calls per day)
1TB HDD about 800GB (About 19 years / 480,000 calls per day)
It takes about 12 minutes to download the communication log for one month.
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.3. PC Server Information

PC Server for IP Gateway is selected from two venders. The venders are Dell and Supermicro.
The server requirement specification for IP gateway is as follows:

Dell Server Requirement Specification

Dell PowerEdge R340 Rack Mount Server
Cent OS 7.6

Intel Xeon E-21xx (3.0GHz) or more
4GB or more

500GB or more

DVD-ROM
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Supermicro SuperServer 5019S-MR
Cent0OS 7.6

Intel Xeon E3-1225 v5 (3.3GHz) or more
4GB or more

500GB or more

DVD-ROM

10



3. Basic Configurations

This section describes about basic configuration of IP Gateway.

3.1 Preparation in advance

This preparation is to build a system on a repeater or a PC server.

3.1.1. KAIROS Repeater setting
It prepares KAIROS repeater configured as Tier Ill Trunking, S-Trunking and Tier Il Conventional.
How to set each system describes the following documents.

[Document]
Tier Il Trunking AN-19-0001_DMR_Tier3_KAIROS_Trunking
S-Trunking AN-19-0005_KAIROS_S-Trunking
Tier 1l Conventional AN-19-0002 KAIROS Function Manual

3.1.2. IP Gateway setting
It prepares a PC server for IP Gateway. The PC server specification refers “2.3 PC Server
Information”. Firstly, it's required to be operated a PC server as IP Gateway.

How to set PC server describes
“TM-19-0001_KPG-1013GW._lInitial_Setting_Guide_EN.pdf”.

After PC server setting completes, it must be activated the license for IP Gateway on web
interface.

11



3.1.2.1. Login

IP Gateway configuration is done by web interface. IP Gateway can be accessed by starting a
web browser and entering the IP address of the server as a URL. Default IP Address is
“192.168.0.1".

AW

IP Gateway
/ (KPG-1013GW)
System Configuration
[ (Web Interface) ] 1 921 6801

Login displays on web browser. For initial state, User Name is “admin” as an Administrator User.
Password is no configuration. The password must be changed. Do not set the password that
easy to be guessed by others.

User Name admin
Password (blank)
Login
=
=

Note:

» Recommend browser is Firefox.

» Itshould not be forgot password for Administrator user. If the password is forgot, the IP Gateway
must be initiated Factory Reset by serial interface. PC server setting and database become an
initial state by Factory Reset. It's required to set PC server again. The activated license never
deleted by Factory Reset.

12



3.1.2.2. Time Adjustment
It must be configured Date and Time. The time settings are very important for trouble shooting
when system log, communication log and Diagnostic data are stored.

Maintenance > System > Time Settings > Time Adjustment

Maintenance > System > Time Settings > Time Adjustment

Manual

Time 4:4513 pm

3.1.2.3. License Activation

Software license upgrades is activated while offline by KPT-300LMC. The authentication files
(.jklfs) are created based on a device ID of IP Gateway. It needs to get the device ID of PC
server. In this section, it describes Tier Il activation as a reference.

How to create the authentication file refers to “KPT-300LMC Basic Operations”. (Basic
Operations is saved on installed PC with KPT-300LMC.

Edit > Information

Edit > Information

Server Information

License Information

License Description

License Activation

Browse...

License Description

13



The authentication file is installed on web browser. Selects the proper authentication file.
Edit > Information
Server Information

Device ID

License Information

License Description

License Activation

Browse

License Description

If the authentication file is read correctly, “KWD-1013T3” is displayed. Click the “Activate”.

Edit > Information

Server Information

Dewvice ID

License Information

License Description

License Activation

Browse. .. Activate

License Description

KWD-1013T3 DMR TIER Ill TRUNKING LICENSE

The license activation for IP Gateway is done on this menu. If the license “KWD-1013T3” is
displayed correctly, the license is available as IP Gateway.

Edit = Information

Server Information

Device ID

License Information
License Description

KWD-1013T3 DMR TIER Il TRUNKING LICENSE




The others system displays below.

S-Trunking
Tier Il Conventional

Edit = Information

Server Information

Device ID

License Information

License Description

KWD-1013ST S-TRUNKING LICENSE

KWD-1013T2 DMR TIER Il LICENSE

KWD-1013T3 DMR TIER Il TRUNKING LICENSE

15



3.1.2.4. IP Configuration

IP Configuration is the function to confirm/change IP Address of an IP Gateway. After changing IP
Address, IP gateway restarts. The current IP Address is displayed in Current Setting menu. The
new IP Address is configured in New Configuration menu.

Maintenance > System > IP Configuration

Maintenance > System > IP Configuration

Current Setting

IP Address

Subnet Mask

Default Gateway

Primary DNS Server

Secondary DNS Server

New Configuration

IP Address

Subnet Mask

Default Gateway

Primary DNS Server

Secondary DNS Server

16



3.2. IP Gateway setting

This section describes IP gateway setting to connect KAIROS System, Console, Voice Logger
and OTAP Manager.

3.2.1. Server Configurations
Server Configurations menu has General and Network.

3.2.1.1. General
This configuration is for selecting System Type that IP Gateway is connected. The available
System Type depends on the license activation status.

[System Type]
KWD-1013T3 Tier llI
KWD-1013ST S-Trunking
KWD-1013T2 Tier Il

Edit > Server Configurations > General

Edit > Server Configurations > General

Server Configurations General

System Type | Tierlll

Save Cancel

Edit > Server Configurations > General

Server Configurations General

System Type | S-Trunking

Save Cancel

Edit > Server Configurations > General

Server Configurations General

System Type | Tierll

Save Cancel

17



3.2.1.2. Network

Jitter Buffer is a buffer memory to absorb the timing dispersion of the packet data that IP gateway
received from KAIROS System/Console on network. To use this setting is useful to reduce audio

dropout. In case of bigger buffer size, a voice delay becomes bigger and audio dropout becomes
lower. In case of smaller buffer size, a voice delay becomes smaller and audio dropout becomes

higher.

Maximum / Minimum Jitter Buffer Size becomes effective for voice call only.

Maximum Jitter Buffer Size [ms]: Off, 60, 120, 180, 240, 300, 360, 420, 480, 540, 600,
660,720 (default), 780, 840, 900, 960, 1020, 1080
Minimum Jitter Buffer Size [ms]: Off, 60 (default), 120, 180, 240

Maximum Jitter Buffer Size “Off” and “60” can be set when Minimum Jitter Buffer Size is “Off”.

Edit > Server Configurations > Network

Edit » Server Configurations > Network

Jitter Buffer

Maximum Jitter Buffer Size [ms]

Minimum Jitter Buffer Size [ms]

Save Cancel

18



3.2.2. TSC/Gateway List
In TSC/Gateway List, it is registered TSC/Gateway connected with IP Gateway.

3.2.2.1. TSC/Gateway List
TSC/Gateway List is the list to register TSC/Gateway connected with IP Gateway. The maximum
number of registration TSC/Gateway depends on System Type.

System Type: Tier lll/S-Trunking
IP Gateway can connect one DMR Tier lll system. One TSC is needed per one system. Actually,
one TSC is registered on this list.

Edit > TSC/Gateway List

Edit > TSC/Gateway List

Trunking System Controller (TSC) List

Edit

Mo data matches your search.

TSC IP Number Of
TSC Name Address Channel

TSC ID: Unique number to manage TSC. The ID is used on Console List.

Valid: Enabling/Disabling to connect the TSC.

TSC Name: Any name to identify TSC.

TSC IP Address: Set the IP Address of the TSC.

Port: Set the receive port of TSC. IP Gateway sends a packet to TSC using the port. The default
port number 23132 is fixed by KAIROS repeater.

“Use default port 23123, because normally it does not need to modify the port number.”

Number of Channel: The number of repeaters in the system.

Edit > TSC/Gateway List

Trunking System Controller (TSC) List

Add Save Cancel

Page 1 out of 1 pages is displayed. Total number of records is 1.

Number
of
TSC Name TSC IP Address Channel

19



System Type: Tier I
IP Gateway can connect up to seven KAIROS Gateway.

Edit > TSC/Gateway List

Edit > TSCi/Gateway List

Gateway List

Add Save  Cancel

No data matches your search

TS A Voice IP Ports TS A Data IP Ports TS B Data IP Ports
Gateway
Gateway ID Valid Name IP Address  RX ™ RX RX ™

Gateway ID: Unique number to manage Gateway. The ID is used on Repeater List.

Valid: Enabling/Disabling to connect the Gateway.

Gateway Name: Any name to identify Gateway.

IP Address: Set the IP Address of the Gateway.

TS A/B Voice IP Ports RX: Set receive port for voice communication using slot1/slot2.

TS A/B Voice IP Ports TX: Set transmitting port for voice communication using slot1/slot2.
TS A/B Data IP Ports RX: Set receive port for data communication using slot1/slot2. The data
ports are common with TS A/B Voice IP Ports RX setting.

TS A/B Data IP Ports TX: Set transmitting port for data communication using slot1/slot2.

20



3.2.2.2. Channel List

Register all repeaters connected with the DMR Tier Il system. This configuration is to assign RTP
port for voice/data communication used in each repeater. The maximum number of repeaters that
a TSC can connect is 5000. Therefore, it can be registered from 1 to 201 in Channel List.

Edit > TSC/Gateway List

Edit > TSC/Gateway List

Trunking System Controller (TSC) List
Edit

Page 1 out of 1 pages is displayed. Total number of records is 1.

Number
of
TSC Name TSC IP Address Port Channel

0 Channel

Valid: Enabling/Disabling to connect the repeater in the system.

Channel Name: Any name to identify each repeater.

Base Station ID: Set the Base Station ID of the repeater.

IP Address: Set the IP Address of the repeater.

TS A/B Voice IP Ports RX: Set receive port for voice communication using slot1/slot2.

TS A/B Voice IP Ports TX: Set transmitting port for voice communication using slot1/slot2.
TS A/B Data IP Ports RX: Set receive port for data communication using slot1/slot2. The data
ports are common with TS A/B Voice IP Ports RX setting.

TS A/B Data IP Ports TX: Set transmitting port for data communication using slot1/slot2.

Edit > TSC/Gateway List > TSC ID1:Channel List

Edit > TSC/Gateway List > TSC ID1:Channel List

Channel List

Add Save Cancel

Page 1 out of 1 pages is displayed. Total number of records is 1.

TS A Voice IP Ports TS A Data IP Ports TS B Voice IP Ports

No.  Valid Channel Name Base Station ID  IP Address RX

L ON

21



3.2.2.3. Repeater List

Register all repeaters connected with the DMR Tier Il system. This configuration is used for
monitoring Busy Status of each repeaters by IP Gateway. (Busy Monitoring function)

Edit > TSC/Gateway List

Edit > TSC/Gateway List

Gateway List
Edit

Page 1 out of 1 pages is displayed. Total number of records is 1

TS A Voice IP Ports TS A Data IP Ports
No. Gateway ID Valid Gateway Name IP Address RX ™ RX ™

1

Edit > TSC/Gateway List > Gateway ID1:Repeater List

Edit > TSC/Gateway List > Gateway ID1:Repeater List

Repeater List

Add Save Cancel

Page 1 out of 1 pages is displayed. Total number of records is 1.

Repeater ID Repeater Name

Repeater ID: Unique number to manage Repeater.
Repeater Name: Any Name to identify each repeater.
IP Address: Set the IP Address of the repeater.

22

TS B Voice IP Ports T5 B Data IP Ports

RX ™ RX ™

Repeater

IP Address

Delete



3.2.3. Console
In Console menu, it is registered console connected with IP Gateway.

3.2.3.1. Console List

Register a console connected with the DMR system. This configuration is for console to do
registration to IP Gateway. The maximum number of consoles that an IP Gateway can connect is
100. Therefore, it can be registered the range from 1 to 100 in Console List.

Edit > Console List

Edit > Console > Console List

Console List

-

Edit Search

No data matches your search.

UID Name Comment Home TSC/Gateway ID

Valid: Enabling/Disabling to connect the console in the system.

UID: Set console ID. It must be matched console ID assigned for the console.

UID Name: Any name to identify each console.

Comment: Any comment for each console.

Home TSC/Gateway ID: Select TSC ID from TSC/Gateway List. The console makes a call
request to the TSC.

Edit > Console » Console List

Console List

Add . Search  save  Cancel

Page 1 out of 1 pages is displayed. Total number of records is 2.

Ne.  Valid UID Name Comment Home TSC/Gateway ID

1 Delete

1 Delete
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3.2.3.2. GID List

Register GIDs used on a console. This configuration is for console to do group registration to IP
Gateway. The maximum number of GIDs that a console can use is 10000. Therefore, it can be
registered the range from 1 to 10000 in GID List.

Edit > GID List

Edit > Console > GID List

GID List

Edit I Search

No data matches your search.

GID Name

Valid: Enabling/Disabling to use GID in the system.
GID: Set GID. It must be matched GID configured for the console.
GID Name: Any name to identify each GID.

Edit > Console > GID List

GID List

Add . Seath  Save  Cancel

Page 1 out of 1 pages is displayed. Total number of records is 5.

GID Name

Delete
Delete
Delete

Delete

Delete

24



3.2.3.3. GPS Polling

IP Gateway may receive location information that does not have specific Console UID as
Destination ID. IP Gateway sends the location information to Target Console UID when receiving
unaddressed location information. This function is used for USBD Polling Service.

Edit > Console > GPS Polling

Edit = Console > GPS Polling

GPS Polling

Target Console UID

Save Cancel

Target Console UID: Select UID from Console List.

Note:
» ltis recommended to set KAS-20S UID for Target Cnsole UID.
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3.2.4. Voice Logger
In Voice Logger menu, it is registered voice logger connected with IP Gateway.

3.2.4.1. Voice Logger List

Register IP Address and Port of connected Voice Logger. This configuration is for target of RTP
packet is sent. The maximum number of voice loggers that an IP Gateway can connect is 10.
Therefore, it can be registered the range from 1 to 10 in Voice Logger List.

Edit > Voice Logger > Voice Logger List

Edit > Voice Logger > Voice Logger List

Voice Logger List
Add Save Cancel
Maximum Number of Talk Path

on

Maximum
Number of Talk
No. Voice LoggerID Valid IP Address Port (Max) Path

1 0 172 123 4

Voice Logger ID: Unique number to manage Voice Logger. The ID is used on Target GID/UID.
Valid: Enabling/Disabling to connect the Voice Logger in the system.

IP Address: Set the IP Address of the Voice Logger. (Tier Il only)

Port: Set the receive port of Voice Logger. IP Gateway sends a packet to Voice Logger using the
port.

Maximum Number of Talk Path: Set the receive port range. If “Maximum Number of Talk Path”
above the list is enabled, this configuration is active.
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3.2.4.2. Target GID
The target GID of recording is configured by range.

Edit > Voice Logger > Target GID

Edit > Voice Logger > Target GID

Target GID

Edit

No data matches your search.

Default Voice Logger ID

ALL Group
Call Unaddress Call GID Range (Min) GID Range (Max) Voice Logger ID

Default Voice Logger ID: Select Voice Logger ID from Voice Logger List. Default Voice Logger
ID is for recording Group Calls other than Target GID configuration.

ALL Group Call: Enable for recording All Group Call.

Unaddress Call: Enable for recording Unaddress Call.

GID Range (Min/Max): Set GID Range for recording. Set same GID in GID Range (MIN)/ GID
Range (MAX) for recording only one GID.

Voice Logger ID: Select Voice Logger ID from Voice Logger List. All Group call / Unaddress call /
Group calls of GID Range are recorded to the Voice Logger ID.

Edit > Voice Logger > Target GID

Target GID

Add . Search  Save  Cancel

Page 1 out of 1 pages is displayed. Total number of records is 1.

Default Voice Logger ID None

No.  ALL Group Call Unaddress Call GID Range (Min) GID Range (Max) Voice Logger ID

L ON 1 o |5 = 1 Delete

- -
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3.243. Target UID
The target UID of recording is configured by range.

Edit > Voice Logger > Target UID

Edit > Voice Logger > Target UID

Target UID

Edit - Search

Mo data matches your search.

Default Voice Logger ID

No. UID Range (Min) UID Range (Max) Voice Logger ID

Default Voice Logger ID: Select Voice Logger ID from Voice Logger List. Default Voice Logger
ID is for recording Individual Calls other than Target UID configuration.

UID Range (Min/Max): Set UID Range for recording. Set same UID in UID Range (MIN) / UID
Range (MAX) for recording only one UID.

Voice Logger ID: Select Voice Logger ID from Voice Logger List. Individual calls of UID Range
are recorded to the Voice Logger ID.

Edit > Voice Logger > Target UID

Target UID

Add > Search Save Cancel

Page 1 out of 1 pages is displayed. Total number of records is 1.

Default Voice Logger ID MNone

No. UID Range {Min) UID Range {Max) Voice Logger ID

1 1 5 Delete
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3.2.5. Advanced Settings (Admin User Only)

In Advanced Settings, it is configured various settings about IP Gateway communication protocol.
The recommendation is default settings. The settings are available to modify the port number and
timer dependent on network condition. Only admin user can edit the Advanced Settings using
web interface. If other than admin user logins, Advanced Settings menu does not display.

3.2.5.1. Parameters 1
Parameter 1 is used between IP Gateway and Console. The following items are default values
according to DMR AIS.

Port
Receive Port from Console: Default is “5060”. If the port number is modified, it must be

matched with transmitting port of console.

AIS Configuration Timers

Registration Default Expires [s]: Time for IP console registration to expire. Default is “3600”.
Registration Minimum Expires [s]: Minimum time of expires that IP Gateway can allow for
console registration. Default is “1800”.

Registration Maximum Expires [s]: Maximum time of expires that IP Gateway can allow for
console registration. Default is “43200”.

Keep Alive Time [s]: Time to expire session between IP console and IP Gateway. Default is “60”.

SIP Timers
T1 [ms]: Each Timer for AIS SIP are calculated based on T1. Default is “5000”.

RTP Timers

T_heartbeat [s]: IP Gateway sends AIS RTP Heartbeat packet at T_heartbeat intervals. Default
is “10”.

T_end [ms]: IP Gateway sends AIS RTP PTT End packet at T_end intervals. Default is “20”.
T_numend: It's the number of AIS RTP PTT End packet sends. Default is “3”.

Edit > Advanced Settings > Parameters 1

Edit > Advanced Settings > Parameters 1

Port

Receive Port from Console

AlS Configuration Timers

Registration Default Expires [s]

Registration Minimum Expires [s]

Registration Maximum Expires [s]

Keep Alive Time [s]




3.2.5.2. Parameters 2
Parameter 2 is used between IP Gateway and KAIROS repeater.

Port

Receive Port from Repeater: Default is “60000”. If the port number is modified, it must be
matched with transmitting port of repeater.

Repeater Session Timers

Command Resend Interval Timer [ms]: JSON message from IP Gateway to repeater is sent at
the interval timer. Default is “1000”.

Command Response Wait Timer [s]: Wait timer to respond from repeater. When IP gateway
sends JSON message to the repeater, the wait timer starts to count. Default is “3”.

Command Final Response Wait Timer [s]: Final wait timer to respond from repeater. When IP
gateway receives response message from the repeater, the timer starts to count. The default is
“185”.

RTP Session End Timer x 30 [ms]: RTP Session time to expire. When RTP Session is
established between IP gateway and the repeater, the timer starts to count. After IP Gateway
stops receiving RTP packets and the timer expires, RTP Session terminates. Default is “33000”.

Edit > Advanced Settings > Parameters 2

Edit > Advanced Settings > Parameters 2

Receive Port from Repeater | ¢

Repeater Session Timers

Command Resend Interval Timer [ms] | 1000

Command Response Wait Timer [s]

Command Final Response Wait Timer [s]

RTP Session End Timer x 30 [ms]

Save Cancel
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3.3. Basic Configurations w/ Tier lll/S-Trunking and KAS-20

This section describes how to set system configuration with IP Gateway, DMR Tier 111/S-Trunking
System and one KAS-20 Dispatch Console. KAS-20 is used Version 2.00.

The following flow is for building the model case. Please refer “AN-19-
0001_DMR_Tier3_KAIROS_Trunking.pdf’ how to configure DMR Tier Ill Trunking System.

Target

Make a call between radio and console.

Model Case

DMR Tier I1l/S-Trunking System \

172.33.70.10

172.33.21.21

A\

\ uiD 1

CH1 MSEE
: Payload

§ ©H2 “Payicad |

Single Site (Zone 1

_Payload |

)frr
‘UIM/

IP Gateway
(KPG-1013GW)
L _ e——.

172.33.70.199

172.33.70.100

Web Interface
KAS-20S (Console ID 901)
KAS-20C (Console ID 902)
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Configuration Flow

How to configure IP Gateway and KAIROS repeater
Server Configurations w/ IP Gateway

v
TSC/Gateway List w/ IP Gateway

v
Channel List w/ IP Gateway

v
External Servers w/ KA NMS

How to configure IP Gateway and KAS-20

Console configuration w/ KAS-20S/KAS-20C
v

Console List w/ IP Gateway
v

GID List w/ IP Gateway
v

Gateways w/ KA NMS

v
Individual ID List w/ KA NMS and KAS-20C
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3.3.1. Step1: Server Configurations w/ IP Gateway

“Tier III” and “S-Trunking” are selectable for System Type if Tier lll license “KWD-1013T3” and S-
Trunking license “KWD-1013ST” are activated for IP Gateway.

System Type: Tier lll, S-Trunking

Edit > Server Configurations > General

Edit > Server Configurations > General

Server Configurations General

System Type | Tierlll

Save Cancel

3.3.2. Step2: TSC/Gateway List w/ IP Gateway

Add TSC IP Address and Port information on TSC/Gateway List. It can be confirmed IP address
of TSC by KA NMS. KAIROS repeater’s port is fixed. The port cannot be changed by user flexibly.

Assign correct IP address of TSC.
Port: 23132 (Default)

Edit > TSC/Gateway List

Edit » TSC/Gateway List

Trunking System Controller (TSC) List

Edit

Page 1 out of 1 pages is displayed. Total number of records is 1.

Number
of
TSC Name TSC IP Address Channel

0 Channel

TIERIIIv. 1.0.1.8
[P HW 172.33.70 13
[P 75 172.33.70.10 |/
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3.3.3. Step3: Channel List w/ IP Gateway

Add Base Station ID, IP Address, Voice/Data Port of all channels used in the system on Channel
List. It must be confirmed IP address and Base Station ID of repeaters by KA NMS. Moreover,
voice/data port is confirmed by KAIROS Manager

Assign correct IP address and RTP ports of repeaters connect with system.
Voice and Data Rx Ports are common.

The Tx/Rx port of each repeater are matched using KAIROS Manager.

Edit > TSC/Gateway List > TSC ID1:Channel List

Edit > TSC/Gateway List > TSC ID1:Channel List

Channel List

Edit Back

Page 1 out of 1 p

TS A Voice IP Ports TS A Data IP Ports TS B Voice IP Ports TS B Data IP Ports

Channel Name Base Station ID  IP Address RX T RX ™ RX ™ RX T

KA NMS > Status > Base Station

-

oes o Name & carrier 3| Site | Zone $ Net IP Addr. | TXFreq. 3 RXFreq. % Contact &

151156000 MST Sitel CH1 Carrierl SITEL |ZONE1 |Demo_UHF 172.23.70.12 457312500 452312500 0&5:328.08 _I

151199776 MST Sitel CH2 Carrier2 SITEL |ZONE1 |Demo_UHF 172.33.21.21 458312500 453312500 06:38.16 J

Find Jin [* 1A rovs: 15 - 50 - 100

.

KAIROS Manager > KAIROS Menu > Configuration > RTP Configuration

e RTP Configuration - KAIROS <SITE1 CH1> — X
TS A Channel Parameters TS B Channel Parameters ANALOG Channel Parameters (
Console IP Address 172,33.70.159 I
Channel Enabled v Channel Enabled v Channel Enabled [
Use OLD Equi t-ID F t
Send Data ( ) v Send Data v Send Data I~ == quipmen orma -
Send RTP Extension v Send RTP Extension v Send RTP Extension I~ Use FIXED timestamp on Header [
|5end Local Echo W Send Local Echo el | Send Local Echo v
Raw Data Exchange Raw Data Exchange Raw Data Exchange I
Symmetric RTP (2) I Symmetric RTP I Symmetric RTP I
IVoice Codec DMRAI ﬁ Voice Codec DMRAI j Voice Codec U_LAW j
Buffering [ms] 180 ﬁ Buffering [ms] 180 j Buffering [ms] 180 j
Voice IP Ports Voice IP Ports Voice IP Ports
From Console {(RX) 40000 From Console {RX) 40010 From Console (RX) 40020
To Console (TX) 50000 To Console (TX) 50001 To Console (TX) 40120
Data IP Ports Data IP Ports Data IP Ports M P e
i -
From Console (RX) | 40200 From Console (RX) [ 40210 From Console (RX) [ 40220 Wirite on File
To Console (TX) 50000 To Console (TX) 50001 To Console (TX) 40320 Eead |
Write | | Close

(1) Enable “Send Local Echo”.
(2) Voice Codec sets to “DMRALI".
(3) Console IP Address is set the IP Address for IP Gateway. It's “172.33.70.199”.
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KAIROS Manager > KAIROS Menu > Configuration > Main Setup

e Main Setup - KAIROS <MST Site1 CH1>

Equipment Name Identity Data
- Station ID (1 € 254) 112
MST Sitel CH1
MNetwork ID {1 € 4095) 160
1+1 Address (1 € 254) 185
Geographic Data
DMR ID (1 € 16776415) 2112
Metwork M
twork Name Dema_LHF Group ID (1 € 16776415) 18
Zone Name ZOMNE1L
Carrier Name Carrierl
i Remote Control
Site Mame SITEL
LAN Connection
Manual coordinates source v IP Port 4000
Latitude
degs  mins  secs  secs/1000 N Remote Control Via RF Link
.
o oo ow s Enabled on Timeslot A r
Enabled on Timeslot B r
Longitude
degs mins  secs  secs/1000 - e I
. .
| o [ o | o | oo W Users' Database
~
. i
Maidenhead Locator JI0ODAA

- X
GNSS Optional Module 1/0 Contacts AUTO OM OFF
ALARM OUT (ALR._OI 0y S
Enable GNSS Module if present r (@LR_OUT)
Supply Voltage to GNSS Antenna r EXT-1IN (ALR_IN_1) v 'Sl
PPS Time Reference UTC USMO j BT L) £ S e
AUX-10UT (I0_OUT_1) & ¢
IS AUX-20UT (PTT_OUT) @+ ¢~
UTC time as per the United States Naval Fans Activation (FAN) ‘ol o
Observatory (USNO)
ALARM Status Flag i [

Features
Run TRX Layer 4 v
Run Station Layer v

Run RTP Layer

Read from File
Write on File

Read |

Wirite |

(4) Enable “Run RTP Layer”. RTP layer should be activated only if RTP interface is used.

KAIROS Manager > KAIROS Menu > Configuration > Base Station Layer Configuration

oo
|
Configuration
H T 30 ms ticks] (0 + 3276
Enable Repeater Mode r ang Times [30 ms 14 7
Direct Mode Reception r Private Calls 1000
Send RC on Same Timeslot v Group Calls (5) 1000
Display IDLE Packets
SE = u I Data Response | 1000 I
Manual AT bit Handling v Thanmel
Enable ETSI Tier III features v | o
TX: act as... RX: act as... Timeslots Validity [30 ms ticks]
...Base Station  (* | ... Base Station (+ r 32 j
... Mobile Station ¢ | ... Mobile Station
Metwork Delay [30 ms ticks]
MAIN Color Codes AUX Color Codes r 4 j
RX = | px ===]
I e | 1 e RX Pkts Advance [30ms cks] [ 0 =
Z = L = Distance for timing adv [Km] 0

(5) Set “Data Response” to 1000.
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Reports
Internal Timings
ERElans Current Second/Timeslot = 52
Digital Mode Enabled s Current Extended Timeslot 252
TS A T5B
Last Received Timeslot 0 0
TR Frequency offset rx [Hz] 0 i}
TRANSMITTING Time offset rx [ms] 0.000 | 0.000
RECEIVING Error Vector 0 o]
Last Received Color Codes [i] [i]
MS-TO-MS DIRECT
e Last Transmitted Data Types 3 g
Reading
Repeat Save to EEP
Read Reading Write

Close |



3.3.4. Step4: External Servers w/ KA NMS

KA NMS has the menu “External Servers”. The external server information is added to connect
with TSC on this menu. Add the external server for IP Gateway.

KA NMS > Settings > External Servers

Filter:

Conn. status:
CONNECTED

AND conditions: D
Apply Filter

Select Columns
Select Rows

Add External
Server

Configure the each parameters below.

Edit:

(his fieid] (This External Server) (Add External Server)

Delete External Server

Data to be edited:

Name: Any name to identify external server.
(Exp. IP Gateway)

Type: Enable “AlS IP Gateway”.
Name IP: Set IP Address of IP Gateway.

Type 0 oispatcher  POIt: Match to “receive port from repeater” of IP Gateway.
Use default port number.
Datalnfo: Enable “MS Registration”.

O SNMP server

AIS IP Gateway

Enable “MS Cal".
- = sener Enable “MS Position”.
1P Enable “MS Contact”.
Port Enable “MS Short Message”.
Datalnfo Enable “MS Status Message”.

MS Registration

Enable “BS Registration”.
Enable “TS Registration”.
Active: Select “true”.
MS Contact  DmriD: Any DMR ID.
Auto ACK.: Disable “Ind_Call”.
Disable “Ind_SDM”.
s Status Message Disable “Ind_StatusMsg”.

MS Call

8

MS Position

g 8 ~

MS Short Message

BS Registration

TS Registration

Active true v

DmriD L 32 ]

Auto ACK.
O Ind_cCall

O Ind_SDM

[0 Ind_StatusMsg

Save
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&

Status Monitor Settings Service
& &

Infinite Solutians

External Servers
- ~
' Index: COMame Olype IR OPort Datalnfo OActive OODm|
Mobile Stations —
S
Call Groups
4 1 IP Gateway |AIS IP Gatevay| 172.33.70.199 50000 |MS Registration... true 32|
External Servers
| < >

A A

< >
System

Maintenance > System > IP Configuration

Maintenance > System > IP Configuration

Current Setting

IP Address

Subnet Mask

Default Gateway

Primary DNS Server

Secondary DNS Server

Edit > Advanced Settings > Parameters 2

Edit > Advanced Settings > Parameters 2

Receive Port from Repeater

Repeater Session Timers

Command Resend Interval Timer [ms]

Command Response Wait Timer [s]

Command Final Response Wait Timer [s]

RTP Session End Timer x 30 [ms]

[Admin user only]
Use default value “60000”.
If External server setting is changed by KA NMS, Port number must be matched.

Communication Test
Make a Group call Radio to Radio.
If configuration is correct, calling logs are stored on communication log.

Downloaded communication log file is “IPGW_communication_log_xxxx-xx-xx.csv”.
calling id called id telephone number called id type call relay base station id controller name  timeslot

1 1 unused G | 151156000 172.33.70.10 B
3 2 unused G | 151199776 172.33.70.10 A
1 3 unused G | 151199776 172.33.70.10 B
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3.3.5. Step5: Console configuration w/ KAS-20S/KAS-20C

There is a part of configuration for Tier lll. For KAS-20S, select Network Adapter and assign
Console ID and Group ID. System Name and Fleet Dialing Plan for console ID/Group ID are
configured by KAS-20C setting menu. Refer to Basic Operations for KAS-20.

Console ID: 901

KAS-20S
€ Kas-20 Dispatch Server X
File(F) Setup(S) Help(H) ©® KENWOOD
Setting Server Setup
Back System MName Network Adapter Console ID Group ID Console Mame
ackup MR Tier Il 172.33.70)100: 1459k 901 1 Server
Restore System 2 169.254.98.230: Npcap Loopback Adapter 1 Server
Export Settings

Import Settings

Change Password

Add system for DMR Tier Il Trunking on setting menu of KAS-20C.

KAS-20C

Protocol IP Network Radio Resource List Auto Polling Lone Worker Status Message

System Name DMR Tier 1l

IP Network

(O NXDN : Trunking(Type-C)

O NXDN : Conventional
O ©DMR: Tier i Trunking

o DMR : Conventional

Assign Console ID and IP Gateway IP Address.
Console ID: 902, IP Gateway IP Address: 172.33.70.199

Protocol IP Network Radio Resource List Auto Polling Lone Worker Status Message

Console 1D 902
M Fleet Dialing Plan

Mumber Prefix

Fleet Individual Number

Individual Number

M roacsu

M Over-the-Air Alias

System Information

IP Gateway P Address 172,33.70.199

Resume Time [sec]
Emergency Suppress Time [min]
Inactivity Threshold Time (Radio Resource List} [min]
Character Enceding




3.3.6. Step6: Console List w/ IP Gateway
Add Console ID connected to the system on Console List. In case of KAS-20, there are two
console IDs for KAS-20S and KAS-20C. It must be confirmed the console ID by KAS-20S/C.

Moreover, TSC ID connected with IP Gateway is selected from TSC/Gateway List.

Edit > Console List

Edit > Console > Console List

Console List

Add I search  sSave  Cancel

Page 1 out of 1 pages is displayed. Total number of records is 2.

Neo. Valid UID Name Comment Home TSC/Gateway ID

1 OoN s 1 Delete

2 OoN KAS20C 1 Delete
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3.3.7. Step7: GID List w/ IP Gateway

Add five GIDs on GID List.
Moreover, same GIDs must be assign to KA NMS and KAS-20C.

Edit > GID List KA NMS > Settings > Call Groups

Edit > GID List

GID List
- T . QRN Call Groups
Index: (CDMRID OName OActive
Page 1 out of 1 pa Total number of records is 5.
i i TG 1 - Alpha true
GID Name
2 2 TG 2 - Bravo true
3 TG 3 - Charlie true
4 4 TG 4 - Delta true
5 5 TG 5 - Echo true

KAS-20C

Protocol IP Network Radio Res jurce List Auto Polling Lone Worker Status Message

Template Auto ID Collection Import Export
. Type Global ID Name AVL Fleet AVL Fleet Name Auto Polling Lone Worker

Group Group 1 None
Group F Group 2

Group Group 3

Group 4 Group 4

Group Group 5

Individual Radio 1

Individual E Radio 2

Individual Radio 3

Note:

» This model case is single site. Network Type must be selected “Simulcast/single site”. If the
site configuration is multi-site, Audio Call Group Zone must be enabled “All network zone”.
Without these settings, Group call does not operate between radio and console correctly.

KA NMS > Settings > System > Network System > Audio/Data Call

Audio Call Group Zone ) X
Network Edit:Audio Call Group Zone
Network Type Multisite Multifreque Audio Call Group Mode Select where to send playgroup call
< > [ configured Zone Table

Control channel Mode

Edit:Network Type B Rights AudioData
] [ mobile Subscribers

Control channel Aloha Type of radio network topology selection position

Talkgroup Call Collision

Appl
Control Channel Type O caller Zone
4 Payload Check
All network zone
Apply
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» By enabling “Advance Message”, a repeater sends the message for call initiation to console
in advance. The setting must be configured for SDM and Voice call.

KA NMS > Settings > System > T3 System

Advance Message on

Networks S ti .

At Edit:Advance Message @

T |Advance sending of important messages/on . ||
|Applv

3.3.8. Step8: Gateways w/ KA NMS

KA NMS has the menu “Gateways”. The console information is added to register to KAIROS
system on this menu. Add the gateway for console.

Filter:

Conn. status:
CONNECTED

]
AND conditions: D
Apply Filter

Select Columns
Select Rows

Add Gateway

Configure the each parameters below.

Edit: MaskDmrID: Assign console ID. % means wild card.
(This fieid) (This Gateway] (2dd Gateway] [Delete Gateway)  (Exp. Assign 90% if KAS-20 console ID is used from 900
Data to be edited: to 909')

Description: Any name to identify Gateways.

MaskDmrID \ 90% | (Exp. KAS-20)

Description | KAS 70 | Sip: Select “false”.
RTPEXx: Select “false”.

Sip [ false E

ToSipTrunk: No need.
RTPEX l false v CutPrefix: No need.
Auto ACK.: Disable “Ind_Call”.

ToSipTrunk [ ]
Disable “Ind_SDM”.
CutPrefix . « »
| | Disable “Ind_StatusMsg”.
Auto ACK. ive: “ ”
uto 0 nd_can  Active: Select “true”.
O Ind_SDM
[J Ind_StatusMsg
Active ' true [+]

Save
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3.3.9. Step9: Individual ID Configuration w/ KA NMS and KAS-20C

Add Individual IDs on KAS-20C.
Moreover, same Individual IDs must be assigned to KAS-20C.

KA NMS > Settings > Mobile Stations

Mobile Stations

OIndividual Audi

Index: |CODMRID COUser OPartition OKey OSent Priority (OReceived Priority
Call Rights
1 1 MS 1 A System Default System Default Send and Receive
2 2 MS 2 A System Default System Default Send and Receive
3 3 MS 3 A System Default System Default Send and Receive

Protocol IP Network Radio Resource List Auto Polling Lane Vorker Status Message

Auto ID Collection

Template

Import Export

AVL Fleet Lone Worker

None

Global ID Name AVL Fleet Name: Auto Polling

. Type

Group Group 1

Group Group 2 None

Group Group 3 None

Group Group 4 None

Group Group 5 None

Individual Radio 1 None

Individual Radio 2 None

Individual LEL ] None

» Enable “Ind. Audio Call Setup Speedup”.
well between radio to console.

Without this setting, Individual call does not work

KA NMS > Settings > System > Audio/Data Call

Audio Call Setup Type OACSU
Force As Configured in Call Setup None
Ind. Audio Call Setup Speedup On
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3.4. Basic Configurations w/ Tier Il and KAS-20

This section describes how to set system configuration with IP Gateway, DMR Tier Il
Conventional System and one KAS-20 Dispatch Console. KAS-20 is used Version 3.00.

The following flow is for building the model case. Please refer “AN-19-0002 KAIROS Function
Manual_rev110” how to configure DMR Tier Il Conventional System.

Target
Make a call between radio and console.

Model Case

/ Tier Il Conventional System\ IP Gateway
(KPG-1013GW)
S Sammm— _ ——
172.33.21.21 KAIROS Gateway 172.33.70.199

i\\\ ffri 172.33.70.14
- /

172.33.70.100

Web Interface
KAS-20S (Console ID 102)
KAS-20C (Console ID 101)
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Configuration Flow

How to configure IP Gateway and KAIROS repeater
Server Configurations w/ IP Gateway

v
TSC/Gateway List w/ IP Gateway

v
Repeater List w/ IP Gateway

How to configure IP Gateway and KAS-20

Console configuration w/ KAS-20S/KAS-20C
v

Console List w/ IP Gateway
v

GID List w/ IP Gateway
v

Individual ID List w/ KAS-20C
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3.4.1. Step1: Server Configurations w/ IP Gateway

It can be selected “Tier II” on System Type if the Tier |l license “KWD-1013T2” is activated with IP

Gateway.

System Type: Tier Il

Edit > Server Configurations > General

Edit = Server Configurations = General

Server Configurations General

System Type

Save Cancel

Tier Il

3.4.2. Step2: TSC/Gateway List w/ IP Gateway

Assign Gateway IP Address and Voice/Data Ports information on TSC/Gateway List. These must

be matched with KAIROS Gateway configuration. Gateway ID is just identifier for managing
Gateway List by IP Gateway. There is no Gateway ID setting on KAIROS Manager.

The Tx/Rx port of KAIROS Gateway are programmed by KAIROS Manager.

Edit > TSC/Gateway List

Edit > TSC/Gateway List

Gateway List

Edit

Page 1 out of 1 pages is displayed. Total number of records is 1

TS A Voice IP Ports

No. Gateway ID

Valid e RX ™

1

Gateway ID :Any ID

Valid :ON

Gateway Name : Any Name

IP Address : KAIROS IP Address
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KAIROS Manager > KAIROS Menu > Configuration > RTP Configuration
This setting is for a KAIROS connected to IP Gateway. (172.33.70.14)

e RTP Configuration - KAIROS <SITE1 CH1> - X
TS A Channel Parameters T5 B Channel Parameters ANALOG Channel Parameters (
Console IP Address 172.33.70.199
Channel Enabled 2 Channel Enabled v Channel Enabled r
Use OLD Equi t-ID F t
Send Data ( ) 2 Send Data v Send Data v = AR orma -
Send RTP Extension v Send RTP Extension v Send RTP Extension v Use FIXED timestamp on Header r
|5end Local Echo ra Send Local Echo il | Send Local Echo v
Raw Data Exchange [ Raw Data Exchange [ Raw Data Exchange r
Symmetric RTP (2) I Symmetric RTP I Symmetric RTP I
IVoice Codec DMRAL j Voice Codec DMRAL jl Voice Codec U_LAW j
Buffering [ms] 180 j Buffering [ms] 180 j Buffering [ms] 180 j
Voice IP Ports Voice IP Ports Voice IP Ports
From Console (RX) 40000 From Console (RX) 40010 From Console (RX) 40020
To Console (TX) 50000 To Console (TX) So001 To Console (TX) 40120
Data IP Ports Data IP Ports Data IP Ports Readiitmisic
i =
From Console (RX) | 40200 From Console (RX) [ 40210 From Console (RX) [ 40220 Virite on File
To Console (TX) 50000 To Console (TX) So001 To Console (TX) 40320 gead |
Write | | Close

(1) Enable “Send Local Echo”.
(2) Voice Codec sets to “DMRALI".
(3) Console IP Address is set the IP Address for IP Gateway. It's “172.33.70.199".

KAIROS Manager > KAIROS Menu > Configuration > Main Setup
This setting is for a KAIROS connected to IP Gateway. (172.33.70.14)

e Main Setup - KAIROS <MST Site1 CH1> — X
Equipment Name Identity Data GNSS Optional Module 1/0 Contacts AUTO OM OFF
Station ID (1 € 254] ALARM OUT (ALR._OI 0y S
MST Sitel CH1 S ) 12 Enable GM5S Module if present r (AR_ouT) &
MNetwork ID {1 € 4095) 160 Supply Voltage to GNSS Antenna r EXT-1IN (ALR_IN_1) v 'Sl
i 1+1 Address (1 € 254) 185 PPS Time Reference UTcusno =2 EXT-2IN (ALR_IN_2) v &
Geographic Data - .
AUX-10UT (I0_OUT_1) & ¢
DMR ID (1 € 16776415) 2112
Metwork M ALX-2 OUT O o S
hwork Hame Dema_UHF Group ID (1 € 16776415) 18 LITC USNO: FrToun) @&
Zone Name ZONEL UTC time as per the United States Naval Fans Activation (FAN) & ¢
Observatory (USNO)
Carrier Mame Carrierl ALARM Status Flag v [
i Remote Control
Site Mame SITE1
LAN Connection
Manual coordinates source v IP Port 4000 Features

Latitude Run TRX Layer 4 v
degs  mins  secs  secs/1000 Remote Control Via RF Link Bun StationLayer 2
N & Run RTP Layer v

lolo o] o 5 Enabled on Timeslot A TN 1P Layer

Enabled on Timeslot B F
Longitude
degs  mins  secs  secs/1000 SR r ]
[0 [ o o | oo \EM i Users' Database _ ReadfromFile_|
o Write on File
Maidenhead Locator [ J300AA G Read |

Write | | Close

(4) Enable “Run RTP Layer”. RTP layer should be activated only if RTP interface is used.
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KAIROS Manager > KAIROS Menu > Configuration > Base Station Layer Configuration
This setting is not for KAIROS Gateway. KAIROS Repeater needs to set “Data Response” if it has
possibility to send long data message.

@ Base Station Layer Configuration - KAIROS <T2 IPGW SITET CHT= - X
Configuration Reports
H T 30 ms ticks] (0 + 3276 Internal Timi
Enable Repeater Mode r ang Times [30 ms 1 7 DMR Status riemel fimings
Direct Mode Reception r Private Calls 100 Current Second,/Timeslot = 30
i — Current Extended Timeslot

Send RC on Same Timeslot r Group Calls (5) 100 Digital Made Enabled =l
Display IDLE Packets

SE = u I Data Response | 1000 I TS5 A S8
Manual AT bit Handling r Last Received Timeslot 33 0

TSA TSB
Enable ETSI Tier III features r el 100 Frequency offset rx [Hz] ) ]
TRANSMITTING Time offsetrx [ms] -0.042 | 0.000
TX: act as... RX: act as... Timeslots Validity [30 ms ticks] RECEIVING Error Vector 169 0
. Last Received Color Codes 1 [i]
el . ) o = MS-TO-MS DIRECT ;
: ! BasPT Staho.n r [ 32 | — | Last Transmitted Data Types g 9
... Mobile Station ¢ | ... Mobile Station
Metwork Delay [30 ms ticks]
MAIN Color Codes AUX Color Codes r 4 j
RX = | px ===]
1oy 1 e RX Pkts Advance [30 ms ticks] 0 j
™ = | ===]
d = L = Distance for timing adv [Km] 0
Reading
- Repeat Save to EEP
Read Reading Write
Close |

(5) Set “Data Response” to 1000.
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3.4.3. Step3: Repeater List w/ IP Gateway

Assign KAIROS Repeater IP Address on Repeater List. All KAIROS Repeaters in the system
need to be added on Repeater List if using “Busy Monitoring” function. IP Gateway uses
Repeater List information for monitoring Busy Status of each repeaters. Repeater ID is just
identifier for managing Repeater List by IP Gateway. There is no Repeater ID setting on KAIROS
Manager.

Edit > TSC/Gateway List

Edit > TSC/Gateway List > Gateway |ID1:Repeater List

Repeater List

Edit Back

Page 1 out of 1 pages is displayed. Total number of records is 1.

Repeater ID Repeater Name IP Address

Repeater ID : Any ID
Repeater Name : Any Name
IP Address : Repeater IP Address
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3.4.4. Step4: Console configuration w/ KAS-20S/KAS-20C

There is a part of configuration for Tier Il. For KAS-20S, select Network Adapter and assign
Console ID and Group ID. System Name and Fleet Dialing Plan for console ID/Group ID are
configured by KAS-20C setting menu. Refer to Basic Operations for KAS-20.

Console ID: 102

KAS-20S
9 KAS-20 Dispatch Server *
File(®) Setup(s) Help(H) © KENWOOD
Setting Server Setup
Back System Name Metwaork Adapter Console 1D Group 1D Console Mame
ackup DMR Tier Il 172.33.70123: 1-4Fyh 102 Server
Restore S-Trunking 17233.70.123: A —H3yk 102 Server
Export Settings

Impart Settings

Change Password

Add system for DMR Tier Il Trunking on setting menu of KAS-20C.

KAS-20C

Protocol IP Network Radio Resource List Auto Polling Lone Worker Status Message

System Name
IP Network
NXDN : Trunking (Type-C)

NXDN : Conventional

DMR : Tier Il Trunking
DMR : Conventional

DMR : Conventional (via TKR-D series)

Assign Console ID and IP Gateway IP Address.
Console ID: 101, IP Gateway IP Address: 172.33.70.199

Protocol IP Network Radio Resource List Auto Polling Lone Worker Status Message

Network Adapter 172.33.70.123: /- Ry b hd
Console Name BASE
Console ID

B Individual Call Acknowledge Request
B Over-the-Air Alias

System Information

IP Gateway IP Address 172.33.70.199

Scrambler/ Encryption

No. Type Key Data
Scrambler
Scrambler
Scrambler
Scrambler
Scrambler
Scrambler
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3.4.5. Step5: Console List w/ IP Gateway
Add Console ID connected to the system on Console List. In case of KAS-20, there are two
console IDs for KAS-20S and KAS-20C. It must be confirmed the console ID by KAS-20S/C.

Moreover, Gateway ID connected with IP Gateway is selected from TSC/Gateway List.

Edit > Console List

Edit > Console > Console List

Console List

Add . Seach  Save  Cancel

Page 1 out of 1 pages is displayed. Tolal number of records is 2.

UID Name Comment Home TSCi/Gateway ID

1 Delete

1 Delete
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3.4.6. Step6: GID List w/ IP Gateway

Add five GIDs on GID List.
Moreover, same GIDs must be assign to KAS-20C.

Edit > Console > GID List

Edit > Console > GID List

GID List

Add . Seach  Save  Cancel

Page 1 out of 1 pages is displayed. Total number of record

GID Name

Protocol 1P Network Radio Resource List Auto Polling Lone Wo ker Status Message

Type Global ID Name

Group Group 1
Group Group 2
Group Group 3
Group 4 Group 4
Group Group 5
Individual Radio 1

Individual 2 Radio 2

Individual Radio 3
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AVL Fleet

MNone

Template

AVL Fleet Name

Auto ID Collection
Auto Polling

Import

Lone Worker

Delete

Delete

Delete

Delete

Delete

Export




3.4.7. Step7: Individual ID Configuration w/ KAS-20C
Add Individual IDs on KAS-20C.

KAS-20C

Protocol 1P Network Radio Resource List Auto Polling Lane Worker Status Message

Template Auto ID Collection Import Export

. Type Global ID Name AVL Fleet AVL Fleet Name Auto Polling Lone Worker

Group Group 1 None
Group 2 Group 2 None
Group Group 3 None
Group Group 4 None
Group Group 5 None
Individual Radio 1 & - None
Individual Radio 2 None

Individual Radio 3 D 3 _ None
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3.5. Basic Configurations w/ Tier lll/S-Trunking and KPG-180AP

This section describes how to set system configuration with IP Gateway, DMR Tier 111/S-Trunking
System and one KPG-180AP OTAP Manager. KPG-180AP is used Version 3.00.

The following flow is for building the model case. Please refer “AN-19-
0001_DMR_Tier3_KAIROS_Trunking.pdf” how to configure DMR Tier Ill Trunking System.

Target

Write a configuration file from OTAP Manager to radio.

Model Case

/ DMR Tier 11I/S-Trunking System \

N

172.33.21.100
-

172.33.95.92

\ uID 1

| _TsScC |

CH?

CH2

Single Site (Zone 1)

(7
‘ U|y

IP Gateway
(KPG-1013GW)

— D

172.33.70.199

172.33.70.123

OTAP Manager

KPG-180AP (Console ID 103)
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Configuration Flow

How to configure IP Gateway and KAIROS repeater
Server Configurations w/ IP Gateway

v
TSC/Gateway List w/ IP Gateway

v
Channel List w/ IP Gateway

v
External Servers w/ KA NMS

How to configure IP Gateway and KPG-180AP
Console List w/ IP Gateway

v
Communication Profile w/ KPG-180AP
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3.5.1. Step1: Server Configurations w/ IP Gateway

See 3.3.1.

3.5.2. Step2: TSC/Gateway List w/ IP Gateway

See 3.3.2.

3.5.3. Step3: Channel List w/ IP Gateway

See 3.3.3.

3.5.4. Step4: External Servers w/ KA NMS

See 3.3.4.

3.5.5. Step5: Console List w/ IP Gateway

Add KPG-180AP Console ID on Console List. Select TSC connected with IP Gateway.

Edit > Console > Console List

Console List

Add Z  Search Save Cancel

Page 1 out of 1 pages is displayed. Total number of records is 1.

No.  Valid UID Name Comment Home TSC/Gateway ID

1 OoN KPG-180AP 1
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3.5.6. Step6: Communication Profile w/ KPG-180AP
Make Communication Profile to connect KPG-180AP to IP Gateway. Select DMR IP
and set Communication Profile Name. Then, click on Communication Port.

Communication Profile

Communication Profile Name

DMR 1P

[2= rP(Tiera)

Communication Port

Maximum ACK Wait Time [min]

Next Batch Task Pause Time [s]
Number of Retries.

Write to Inconsistent File ID
Overwrite Non-Reactivated File

[[] Exclude Encryption Key from OTAP

10 v
L
3B

Select Network Adapter and set Base Station ID. The Base Station ID must be

registered on the IP Gateway Console List.
Select IP Gateway and select Trunking for System Configuration.

Set IP Gateway IP Address.

Set TX Port and RX Port to communicate with IP Gateway. TX Port must be same as
IP Gateway Receive Port from Console. When starting to communicate, KPG-180AP
indicate own RX Port to IP Gateway, so IP Gateway does not need to program

Transmit Port to Console.

® Lan
Adapter 172.3370.123 —H 39 h ~ IP Gateviay
Base Station ID 103 : X Port 5060 5
System Configuration R Port 5060 z
REEEs L ET BT 4 Slot SiotA
System Type Trunking ~
Repeater
RAN Encode None T Port 20200 -
Network Category Regional RX Port 0300 =
System Code 1 =
Trunking Controller
Site Number/ IP Gateway 1 = -
IP Address 172 - 16 0
| IP Address 172 . 33 - 70 . 199 I RX Port 60000 S
Channel Spacing Marrow
Hang Time [ms] 983010 b=
Encryption
Com Port COMIT
Baud Rate 9600

Edit > Advanced Settings > Parameters 1

Receive Port from Console




Communication Test
Register Radio configuration file to KPG-180AP, then Execute OTAP.
If OTAP is succeeded, Status is changed to Programmed.

@ OTAP MANAGER
File  Program  Setup View Communication Profile  License

VAR S B o2

&

Tree  log  Reservation

=5 [:] Root Mo, File Mame QOTAP Status Madel Mame Unit ID Unit ID Mame GPS Time Mark [g] Owerwrite

i KPGD1 1 ) B M-5300 1048577 Test 1
[ Mx-5300_OMR_Test_Dial dat
B Mx-E300 1048578 Test 2
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3.6. Basic Configurations w/ Tier Il and KPG-180AP

This section describes how to set system configuration with IP Gateway, DMR Tier Il
Conventional System and KPG-180AP OTAP Manager. KPG-180AP is used Version 3.00.
The following flow is for building the model case. Please refer “AN-19-0002 KAIROS Function
Manual_rev110” how to configure DMR Tier Il Conventional System.

Target
Write a configuration file from OTAP Manager to radio.

Model Case

/ Tier 1l Conventional System\ IP Gateway
(KPG-1013GW)

oamn z—SaaEn— — D
172.33.21.21 KAIROS Gateway 172.33.70.199

d\\\ ff‘ 172.33.70.14
. /

172.33.70.100

OTAP Manager
KPG-180AP (Console ID 103)
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Configuration Flow

How to configure IP Gateway and KAIROS repeater
Server Configurations w/ IP Gateway

v
TSC/Gateway List w/ IP Gateway

v
Repeater List w/ IP Gateway

How to configure IP Gateway and KPG-180AP
Console List w/ IP Gateway

v
Communication Profile w/ KPG-180AP
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3.6.1. Step1: Server Configurations w/ IP Gateway

See 3.4.1.

3.6.2. Step2: TSC/Gateway List w/ IP Gateway

See 3.4.2.

3.6.3. Step3: Repeater List w/ IP Gateway

See 3.4.3.

3.6.4. Step4: Console List w/ IP Gateway

See 3.4.5.

3.6.5. Step5: Communication Profile w/ KPG-180AP
Make Communication Profile to connect KPG-180AP to IP Gateway. Select DMR IP
and set Communication Profile Name. Then, click on Communication Port.

Communication Profile DMR IP v
Communication Profile Name ‘DHR ID(Tier2)
I Communication Port I
Maximum ACK Wait Time [min] 10~
Next Batch Task Pause Time [s] 0
Number of Retries 3
Write to Inconsistent File I
Overwrite Non-Reactivated File
[] Exclude Encryption Key from OTAP
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Select Network Adapter and set Base Station ID. The Base Station ID must be
registered on the IP Gateway Console List.

Select IP Gateway and select Conventional for System Configuration.

Set IP Gateway IP Address.

Set TX Port and RX Port to communicate with IP Gateway. TX Port must be same as
IP Gateway Receive Port from Console. When starting to communicate, KPG-180AP
indicate own RX Port to IP Gateway, so IP Gateway does not need to program
Transmit Port to Console.

Communication Port [Communication Profile Add]
® LaN
Adapter 172.33.70.123:A —H4o b ~ IP Gateway
Base Station ID 103 : TX Port
System Configuration RX Port
Access IP Gateway ~ Siot o
System Type Conventional ~
Repeater
RAN Encode None T Port 020 -
Network Category Regional RX Port =
System Code 1 =
Trunking Controller
Site Number/ IP Gateway 1 = - -
IP Address 2 - 1
| Paddress 172 . 33 - 70 - 199 ] RX Port 00 2
Channel Spacing Narrow
Hang Time [ms] 83010 2
Encryption
Com Port Com7
Baud Rate 9600

Edit > Advanced Settings > Parameters 1

Receive Port from Console

Communication Test
Register Radio configuration file to KPG-180AP, then Execute OTAP.
If OTAP is succeeded, Status is changed to Programmed.

@ OTAP MANAGER

File Program Setup View Communication Profile  License

=y mEm SR EE O

Tree  Log Reservation

=[] Foot Mo.  File Name OTAP  Status Model Mame  Unit ID Unit ID Mame  GPS Time Mark [s]  Owverwrite
- KPG-D1 1 =l 4 H-5300 1048577 Test 1 1M
[ M¥-6300_DMR_Test Dialdat o ) |Frosramme e e
Programmed E MH-5300 1048578 Test 2 1] O
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4, Trouble Shooting

IP gateway has logging functions for trouble shooting. Communication log, System log and
Diagnostic Data can be stored in IP gateway and downloaded at Maintenance menu. These log
functions are always active. There is no configuration for storage. Moreover, Field Support
function is available when a system operator does login as “admin” user. Packet Capture/Syslog
can be downloaded at Field Support menu. Set of log information is very useful to look into a
system issue by QA/Engineer. The Trouble Shooting flow is as follows.

F 1

. I | og D2t I ‘

AFCO / Customer QA / System Support

[Log Information]
+ Communication Log n
» System Log

» Diagnostic Data (include Syslog)
» Packet Capture

[Log Information]

* Procedure to reproduce issues

* The number of occurrence issues

Log Data

\ 4

}oeqpaa

i

-
-
LT <

ARXDUGE

Engineer

4.1. Log

Communication log, System log and Diagnostic Data can be stored in IP gateway. These log
information are very useful to look into a system issue by QA/Engineer.

4.1.1. Communication Log

IP gateway can store a Communication Log used voice call and data communication with DMR
System. The communication log is downloaded in the CSV format. The period of a log to be
downloaded can be configured by set Start Date or End Date. The log of the configured period
downloads by a click of the “Download” button. Log Rotation describes below.

[Log Rotation]

ON: The old logs are overwritten when the log storage area is more than 95%.
OFF: The new logs are deleted when the log storage area is more than 95%.
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Maintenance > Log > Communication Log

Communication Log

Log Rotation

Download

Start Date

End Date

Download

4.1.2. System Log

Acquiring the system log can be confirmed the system condition and user operation and find the
cause of an unusual behavior by system’s fault and wrong configuration. The System Log is
downloaded in the CSV format. The period of a log to be downloaded can be configured by set
Start Date or End Date. Number of storable system logs are 200000. The old logs are overwritten
when the number of records exceeds 200000. System log is deleted by Factory Reset.

Maintenance > Log > System Log

System Log
Start Date 06/01/2019

End Date

Download

4.1.3. Diagnostic Data

Diagnostic Data includes internal information of system and used for issue investigation. Only HQ
Engineer can confirm the Diagnostic Data. The user cannot open and analyze the data file. After

download, the data must be shared with HQ engineer. The period of a log to be downloaded can

be configured by set Start Date or End Date. Syslog is included in Diagnostic Data. The syslog is
described in 4.2.2 Syslog.

Maintenance > Log = Diagnostic Data

Diagnostic Data

Start Date 06/0

End Date

Download

63



4.2. Field Support

Field Support feature is available when a system operator login as “admin” user. Packet Capture
and Syslog can be downloaded by Field Support function.

4.2.1. Packet Capture

Packet Capture is function to capture a packet data that IP Gateway sends/receives. By enabling
Packet Capture function, it can be stored/downloaded the internal packet data of IP Gateway and
among external devices. If IP Gateway is restarted/rebooted, Packet Capture function continues.
Only HQ Engineer can confirm the Packet Capture. The user cannot open and analyze the data
file. The period of a log to be downloaded can be configured by set Start Date/Time and End
Date/Time.

Maintenance > Field Support > Packet Capture

Packet Capture

Packet Capture

Download

Start Date

Start Time

End Date

End Time

Download

4.2.2. Syslog

Syslog is function to output debug log file of IP Gateway. Syslog is included in Diagnostic Data.
To output the log must be enabled the following functions. After click “Check”, select “Log Type”
and input “Option”. “Log Type” means a type of internal process of the IP Gateway. Because
“Option” is able to decide output level of the log, it's used to output a detailed log information.
“Log type” and “Option” configuration is specified by QA/Engineer. After QA/Engineer investigate
a customer’s issue report, QA/Engineer announce to system operator the proper configuration for
“Log type” and “Option”.

64



Maintenance > Field Support > Syslog

Syslog

Log Type Option

maintenance C.hange

Change

call control Change

rip control Change

Note:

» The server PC performance for IP Gateway might be lower during enabling Syslog function
because the PC consumes a system resource by activation Syslog function. It's not
recommended to use this function other than issue investigation.
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5. Appendix
Appendix describes basic functions for web interface.

5.1. Home

Main window is below.

KENWOOD Edit = Maintenance ~ Administration ~

User Information Edit > Home > Information Message

Information Message

Refresh

No data matches your search.

Message Type Message Informer

Information

Server Configurations

Copyright (C) 2019 JVCKENWOOD Corporation

@  User Information Pane The login information and the update information of each configuration
screen are displayed.

®  Header This field is displayed in common on every screen. Links to the main
configuration screens, etc. are displayed.

@ Navigation pane Links to detailed configuration screens related to the displayed screen are
displayed.

@  Screen Hierarchy Pane The hierarchy is displayed sequentially from the top screen to the currently
displayed screen.

® Configuration Pane This field displays the configuration items of each screen.

® Footer This field is displayed in common on every screen. The copyrights appear.

Note

In Header, there is “Update” button. Clicking the “Save” button on the configuration screen of the
each menu saves the configuration data on web interface. If writing the configuration data to the
IP Gateway, click the “Update” button.
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5.1.1. Information Message

Information Message is function to share an information between users. The users can confirm
modified configuration and notified information by using User Message function. The message is
stored Max. 1000 messages. New message is displayed on top.

Edit > Home > Information Message

Edit > Home > Information Message

Information Message

Refresh

Page 1 out of 1 pages is displayed. Total number of records is 2.

Message Type Message Informer

Update new firmware admin Delete

23/201910:27:14 am Normal Add Console List admin Delete

5.1.2. User Message
The users can type in modified configuration and notified information. Message Type can assign
priority of the message. The message typed in is displayed on Information Message.

Edit > Home > User Message

Edit > Home > User Message

User Message

Message Type | Urgent

User Message  Up
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5.2. System

System menu has Remote Control, Firmware Update, Backup & Restore, Factory reset, Import &
Export and IP Configuration.

5.2.1. Remote Control

Press “Reboot” button to restart the IP Gateway. Rebooting the IP Gateway can restore it to the
same state as when the IP Gateway is turned on. The IP Gateway cannot be used while
rebooting.

Press “Restart” button to stop a behavior of the IP Gateway and then restarts the behavior. The
behavior can be resumed in shorter time than Reboot. However, the status may not be improved
depending on the status of the IP Gateway.

Maintenance > System > Remote Control

Maintenance > System > Remote Control

Remote Control

Reboot

Restart

5.2.2. Firmware Update

Update firmware for IP Gateway in New Firmware.
Current Firmware displays the firmware version and checksum that has already written.

Maintenance > System > Firmware Update

Maintenance > System > Firmware Update

Current Firmware

Version

Checksum

New Firmware

File Name Browse...

Version

Checksum
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5.2.3. Backup & Restore

Press “Backup” button to save the configuration data. By saving configuration data as a file, the
data can be restored. Press “Restore” button to write the configuration data saved by backup to
IP Gateway.

Maintenance > System > Backup & Restore

Maintenance > System > Backup & Restore

Backup

Backup

Comment

Restore

File Name Browse...

Comment

HTML Export

Download

5.2.4. Factory Reset

Factory Reset is the function to reset the configurations of the IP Gateway to the initial state. By
Factory Reset, communication log and system log that stored in IP Gateway are deleted. The
activated license and IP Configuration never delete. The factory reset can be performed only by a
user with Administrative privileges.

Maintenance > System > Factory Reset

Maintenance > System > Factory Reset

Factory Reset
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5.2.5. Import & Export

The data of UID List and GID List of console configured by web interface can be exported as a
CSV file. Also, the exported CSV file can be imported to web interface. By editing the exported
CSV file, the UID and GID of console can be added and deleted. By importing the CSV file to web
interface after each data is changed, the configuration contents can be applied to web interface.

Export
The file name of an exported CSV file is “IPGW_id_export_yyyy-mm-dd.csv” for Export.

The information exported is below.
» System Type
» Console List (UID, UID Name, Valid, Comment, Home TSC/Gateway)
» GID List (GID, GID Name Valid)

Maintenance > System > Import & Export > Export

Maintenance > System > Import & Export > Export

Export GID / UID

Import
Clicking the “Browse” button to select the CSV file to import and then clicking the “Import” button

executes import. Write the read data to an IP Gateway by clicking the “Update” button after
importing completes. Up to 2,000 items can be imported at (the total number of addition, deletion,
and changes) at one time.

By clicking the “Differential Extract” button after the “Browse” is clicked and the CSV file to import
is selected, the configuration to be applied when importing is executed can be exported to the
CSV file and confirmed. The function is very useful to confirm the importing results beforehand.
The file name of an exported CSV file is “DifferentialExtract_IPGW_id_export_yyyy-mm-dd.csv”
for Export.

Maintenance > System > Import & Export > Import

Maintenance > System > Import & Export > Import

Import

File Name Browse...

Differential Extract Import
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5.3. Administration

Using the web interface, the configuration of an IP Gateway and the administrative users to
operate the system can be registered beforehand. Multiple administrative users can be registered
and the function restrictions that can be operated on the web interface can be configured. Only
permitted administrative users can configure and operate an IP Gateway.

5.3.1. Administrators

In User List, it is registered users to configure and operate IP Gateway using web interface. The
password of the account can be entered or changed. The maximum number of registration
account is 1000 users.

Administration > Administrators

Administration > Administrators

User List

Add Search

Page 1 out of 1 pages is displayed. Total number of records is 3.

User Name User Level

admin Admin Password

User 1 Password Edit Delete

User 2 e Password Edit Delete

5.3.2. User Levels

In User Levels, it is configured user privileges to configure and operate IP Gateway. User Level is
nine steps and configured for each user. The privilege is configured in each function. The user
level of admin never changes.

Administration > User Levels

Administration > User Levels

User Levels

No. Level Name

Level1

Level 2

Level 3

Level 4

Level 5

Level 6

Level 7

Level 8

Level9

Admin




The following table is the configuration of User Levels.

User Level

Access
Permission
(Edit)

Access
Permission
(Maintenance)

Access
Permission
(Administration)

Level Name

Information

Server
Configurations
TSC/ Gateway List
Channel List
Console List

GID List

Voice Logger List
Target GID

Target UID
Advanced Settings
Communication Log
System Log
Diagnostic Data
Remote Control
Firmware Update
Backup

Restore

HTML Export
Factory Reset
Time Settings
Import

Export

IP Configuration
Formats

Theme

Packet Capture
Syslog
Administrators

User Levels

Level Name allows a system administrator to configure the
name of the user level. A maximum of 32 alphanumeric
characters and symbols can be entered.

Configures the Information configuration privileges.

Configures the Server

privileges.

Configurations configuration

Configures the TSC/ Gateway List configuration privileges.

Configures the Channel List configuration privileges.

Configures the Console List configuration privileges.
Configures the GID List configuration privileges.
Configures the Voice Logger List configuration privileges.
Configures the Target GID configuration privileges.
Configures the Target UID configuration privileges.
Configures the Advanced Settings configuration privileges.
Configures the Communication Log privileges.
Configures the System Log privileges.

Configures the Diagnostic Data privileges.
Configures the Remote Control privileges.
Configures the Firmware Update privileges.
Configures the Backup privileges.

Configures the Restore privileges.

Configures the HTML Export privileges.

Configures the Factory Reset privileges.

Configures the Time Settings privileges.

Configures the Import privileges.

Configures the Export privileges.

Configures the IP Configuration privileges.
Configures the Formats privileges.

Configures the Theme privileges.

Configures the Packet Capture privileges.
Configures the Syslog privileges.

Configures the Administrators privileges.

Configures the User Levels privileges.
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