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1 Outline

This document describes about SIP connection with Radio Activity’'s KAIROS. It guides to construct a
voice call system with SIP phone/External phone and Radio through KAIROS Gateway and SIP server
using Asterisk, one of SIP server software, as reference.

1.1 Regarding KAIROS'’s SIP feature
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KAIROS Gateway is required to use SIP feature in a KAIROS system. It manages voice call connection
between a SIP server and a radio system. Connecting PSTN via Internet, it is possible to connect with
an external phone, too.

SIP Phones

External phone

Router

P |

Switch SIP Server

KAIROS KAIROS
Gateway Repeater

Radio

1.2 Necessary Requirement for SIP Feature

Following devices and software are required to use KAIROS SIP feature.

Production Name | Description Remarks

Gateway to connect with a device like Dispatcher.
KA-TI-02 KAIROS Gateway AMBE codec option board is required for SIP Gateway.
KA-080/160/350 Repeater
/450/500/900 P

KAIROS Manager | Configuration Software | Software in order to configure KAIROS Series

KAIROS Gateway and KAIROS Repeater need registration and synchronization each other. Follow
below steps on KAIROS Manager to configure.

Configure Master to KAIROS Repeater and Slave to KAIROS Gateway for both registration and
synchronization.



@®Registration setting
Open the TRX Operating Modes Window from “KAIROS” -> “Configuration” on KAIROS Manager, and
configure as below.

© TRX Operating Modes - KAIROS <GTW CH1> = [
TRX Configuration Analog Selective Calls Configuration
Operative mode Enabling TRX Codec to be used UL S
- [~ Enabling TX
I [SLAVE BASE STATION JI L. Tone length (10 €255 ms) W
I~ Enabling Diversity RX
Service [~ Enabling Repeater Mode

[ PCM 1 (Analog Line 1) Fr=hlsd
[FuLL oupLEx =1 [¥ PCMO (Analog Line 0) | s
¥ Line 3 (Local TRX) Enak

¥ Line 2 (IP Line) Enablec

- - EE

TRX Operating Modes - KAIROS <BDCST UHF SITE 1>

e W Line 1 (hysical Line 1) |~ TRX Configuration Analog Selective Calls Configuration
\mag UNIT j ¥ Line 0 (Physical Line 0) T — oL =

Operative mode Enabiing TRX
I [masTER BASE sTATION I [V Enabling TX
% Enabing Main RX Tone length (10 € 255 ms) 100

Active/Hot-Spare Parameters

¥ Enabling Diversity RX
Automatic Role Self-Switching Time [mir] 480 )
Service ¥ Enabling Repeater Mode
¥ PCM 1 (Analog Line 1) Enabled
- Enable Analog Selective Calls send

305 AUTO ID {needs a codec) [P oomex El [¥ PCM 0 (Analog Line 0) Enabled nEcie finslog Seiectve Cals sending u

[ Line 3 (Local TRX) Enabled Enable Analog Selective Calls reception r
(": Automatic — [ Line 2 (IP Line) Enabled "
- E“e: EZF ¥ Line 1 (Physical Line 1) Enabled

oree [smveLE ner = [¥ Line 0 (Physical Line 0) Enabled F

Use external PA I Service Class

. Active/Hot-Spare Parameters
Gain [d8] (0+25.5) (& Multiprotocol DMR Tier

£ Multiprotocol DMR Tier Automatic Role Self-Switching Time [min]

Max Input Power [W]

30s AUTO ID (needs a codec)

* Automati
KAIROS Gateway £ Forced OFF
" Forced ON
Use external PA I Service Class Read from File

Gain [dB] (0+25.5)

—
I

Write on File

Read

Write Close |

¥ Multiprotocol DMR Tier II Node

Max Input Power [W] (" Multiprotocol DMR Tier III Node

KAIROS Repeater

Open the Base Station Operating Modes Window, and configure Master and Slave.

® Base Station Operating Modes - KAIROS <GTW CHL> =&
Base Station Parameters 1P Parameters Tier 111 Parameters
Master
Base Station Role Static e Run-Time Data Statc Routes
[ERoADCASTER vl I |¥ Present 192.168.0.14 I IPAddress  TSA TSB ANA
= Backup Master TrEEE— O oo o
F I Present TP Address r B E|
= o 1 EEE
broke: ‘Tier ITT Network -
e I™ Become Master on broken connection . r (] (=] (5]
r— || | Yoeibateres Base Station Operating Modes - KAIROS <BDCST UHF SITE 1> =&
LaN Compression Rate ] Mtcast
e Base Station Parameters 1P Parameters Tier IIl Parameters Master-to-Master Parameters
Unicast Master
ol IP Address Static Configuration Run-Time Data SetcRons
MASTER S I o Paddress  TSA TSB ANA
plf | = — r
Stand-Alone r Backup Master 5 Addhese ——— r ENEN
Audio Gateway r r P Address r J= NS NI
MotoTREO(TM) Tx-nterrupt handiin r
Line 1 Console () P 9 r — r— rrr
Tier 111 Network
DUR Seacon Operatigode | i b amaters o] r ERENE
Beacon interval [nm:ss] =] MAINLY ANALC Model TINY = TINY T rrr
- Voting Delay [1s] 3= Net@est) [ g 0
Beacon Polic [ w7 = Ll
i fal 167772 | | LAN Compression Rate | r I S i i
= site (0 €7) 0 0
Line 2 Console: =i
par PARA®E AR A45 Buffering
Operating Mode
Andog T MAINLY DVR TS ARole PAYLOAD CH — | [ PATLOAD CH Reception latency [ms] - =
Physical Console Parameters =
Digital r [ w7 TS BRole PAYLOAD CH | FAYLOAD CH
167772 Full-Duplex Console r
Idle Time [s] 3 j 3
Line 1 Console
Alcd & Accept not registered terminals v | e
KAIROS Gateway o gt T 0 || e et [ |
Beacon interval [mm:ss] — =l
[mm:ss] | = ALY ANALOG Private (o)} Net-Site hex] 0000 0000
Polite o
Beacon Polic Dest DMR ID
i Impoite 16777215 e AlowTier Ttraffic [© TSA  TSB[ | [ TSA TSBT™
Line 2 Console
TX end-tone. :"CE” ((': ETSI Versions Compliance
Operating Mode mergency Read from File
Analog r Group (o} ETSI Version <= 1.5.1 [ONC Write on Fil
DR ONLY JE sty ETSI Version == 1.6.1 c|e _Witeonfie |
= ol _ mead |
Digital Il T Er ETSI Version »= 1.7.1 Read
Write

KAIROS Repeater
Enter IP address of KAIROS Repeater as Master at the field of IP Parameters for KAIROS Gateway.
@ Synchronization setting

Open the Primary Synchronization Window for synchronization selection.
There is several synchronization selection. In this time, use PTP(Precision Time Protocol), then



select "Internal Ref(full)” for KAIROS Repeater and "Internal PTP” for KAIROS Gateway.

© Primary Synchronization - KAIROS <GTW CH1> = E
Synchronization mode PPS Signal Handling
istChoice  |internal PTP | Internal from GPS/GLONASS | |~ Internal from PTP device Exctemal from rear plag In P ut same co nfi g uration
2nd Choice | Internal PTP e Validity Validity
3rd Choice | Internal PTP hd oft fic = Auto " Automatic
4thChaice  [internal TP = " Forced OFF " Forced OFF

ce
" Forced ON

" Forc & Forced Ol

Superaudio Synchronization

Polarity — =
Lock Frequency [Hz] 3400 BE fimary Synchronization - KAIROS <BDCST UHF SITE 1> - =
RF Synchronization * Reversed
[Synchronization mode ] | PPS Signal Handling
Frequency Offset [Hz] 0.0
o istChoice  |Internal Ref (ful) = Internal from GPS/GLONASS Internal from PTP device External from rear plug
Do frequency self-correction | [internal 2nd Choice  |Internal Ref (full) = Validity Validity Validity
grd Choice. | Internal Ref (ful) =l @ Eitomatic & Automatic ¢ Automatic
Internal PTP Handling RF SyncSor [| #hChoice  [Internal Ref (ful) - " Forced OFF ¢ Forced OFF & Forced OFF
" Forced ON " Forced ON € Forced ON
Domain (0 € 255) 0
Role - = OFF Superaudio Synchronization
 OFF Max Slaves Groups 1= " SyncPack .. Polarity Polarity Palarity
Siave Group Membership [T = | |~ StmePack R el 2
= * Staight @ Straight @ Straight
Master Offset == RF Synchronization " Reversed £ Reversed " Reversed
p— Pesr-to-Peer Operations r Frequency Offset [Hz] 0.0
UNICAST mode for PTP Messages |
PPS ta PTP Event PPS to rear plug
PTP IP Parameters Do frequency self correction | nternal Ref = [insdated =
ESter T Address | Sackup Mst IP Address
[ 192.188.0.14
Internal PTP Handling RF Sync Source
. Domain (0 € 255) 0 56
Max Slaves Groups = " SyncPackets on TS A
[
KAIROS Gateway Save Grop enbersip [ g+ | | 7 SmePedetron S
Master Offest 0 j
Peer-to-Peer Operatians r
P
Backip Master UNICAST mode for PTP Messages |
PTP IP Parameters _Read from Fie_|
Master IP Address Backup Mst IP Address Virite on File
172.33.95.91 [ Read |

woe | | cose

KAIROS Repeater

Note:

It has to select Slave from Internal PTP handling configuration and enter IP address for KAIROS
Gateway. For details of further configuration, refer to ENB52-KAIROS User Manual and
ENB56-KAIROS OPERATIONAL MANUAL, PTP Usage and Applications documents provided by
Radio Activity.

@ Other setting
The Enable Repeater Mode checkbox should be unchecked on the Base Station Layer Configuration
Window for KAIROS Gateway.

3 Base Station Layer Configuration - KAIROS <GTW CH1:> = E
Configuration Reports
Hang Times [30 ms ticks] (0 - 3278 Internal Timings
I Enable Repeater Mode r I d L 1 ) DMR Status &
Private Calls 150 Current Second,/Timeslot 7 37
— Current Extended Timeslot
Send RC on Same Timeslot r Group Calls 150 Digital Made Enabled 2V,
Display IDLE Packets r Data Response I—IS TS A TsB
Manual AT bit handling r Last Received Timeslot o V]
Ch | TSA TSB
Enable ETSI Tier III features r anne 18 Frequency offset rx [Hz] 0 ]
TR ETTIE Time offset rx [ms] 0.000 | 0.000
TX: act as... RX: act as... Timeslots Validity [30 ms ticks] RECEIVING Error Vector o V]
Last Received Color Codes 5] ]
; 0 i = ; | £
Bas?T Siaho.n = | .. Basa. Smhu.n I [~ Automatic 32 MS-TO-MSDIRECT T Last Transmitted Data Types 3 3
... Mobile Station ... Mobile Station (™

Network Delay [30 ms ticks]
MATN Color Codes AUX Color Codes [T Automatic [} ﬁ
=1 =1
bl I = || (L 1 R Pkts Advance [30ms ticks] [ g -
T =1 | 7 =1
L — d — Distance for timing adv [Km] o

ACCESSO Reading

Save to EEP
’— Repeat

Reading Write

Close |

@ Confirmation
On KAIROS Manager connecting to KAIROS Gateway, open the KAIROS Overall Status window from
“‘KAIROS”->"Controls”.



- o

] KAIROS Overall Status - KAIROS <GTW CH1>
 TRX Status v [ DsP Clear Packets Counters ||
PP Signal from GPS Last DSP Startup:
PPS Signal fiom PTP 2018-09-05 09:21:37
;E';i::iffga‘ DMR Packets Out of Window ]
= ANA Packsts Out of Window o
Synchronization from RF Signal or 4FSK Safety Margin for DMR Packets 2
Synchronization from Interal Reference Safety Margin for ANA Packets T
[ 0SP Correctly Synchronzed | et L=
PPS Position ] 35.860
~ AF Lines Status——————————————————
nes ax
AF to DMR Codecs
pezk Deviation [Hz]
S,"j;ff;’.*‘;;" L7 Estimated SINADp [dB]
L] Offset of received carrier [Hz]
Input Signaling
~Analog
Input Supply Voltage [V] 13.0
TXTe <] 34
e TX Input Current [A] T
Forward Power [W] N/A
D] eicedrone ) -
SWR N/A
~a
e | DMR Status
[[Commands™]_set _ fnterrelSecondTimeslot z 7
Unlock 5Q r [TsAa | 158 |
Unlodk TCS/DPL r Last Received Timeslot 0 0
~1+1Status——— H
Start Transmission r i B ARE Frequency offset rx [Hz] ] ]
st T T | ] | | T ofte: [n] 500 [ 500
Line 2 Qutput Signal r l— Error Vector
Local TR Test ] =X = Last Received Color Codes
Last Transmitted Data Types
RSSI Main [dBm]
Disable Digital Squelch r RSSI Diversity [dBm]
| unF 200E470 Hbz ITU Region 1 Band HULTIPROTOCOL DMR TIER TINODE | SLAVE BASE STATION
| smeasokasasa Base Station Role: BROADCASTER | Equipment I0: 0x08404FD0 192.168.0.93

If all configurations in red square is correct and shows green, it means synchronization is working well.
That is all for registration and synchronization of KAIROS Gateway and KAIROS Repeater.

Note:

In advance, it should be completed configuration to be able to communicate with radios through

KAIROS repeater.



2 KAIROS Manager Setting

This chapter describes KAIROS Gateway configuration to work with SIP Gateway.

21.1 Main Setup Window
Open the Main Setup window on KAIROS Manager.

~10i]
r it Name IdentityData-~———————————— [ GNSSOp | Module ~I/O Contacts——— AUTO ON OFF
: + [ ALARM OUT (ALR_OUT) (%
[ SLV 1-BU MST e 1 Enable GNSS Module if present ~ (ALR_ o @
Network ID (1 + 4085) 160 Supply Voltage to GNSS Antemna | EXT-IIN(AIRIN_L) & ¢
r hic Data 1+1Address (14259 | 144 | | ppsTimeReference [ UTCUSNO = ET2INAIRIN2) &
B AUX-10UT (I0OUT_1) & ¢
DMRID (1 +16776415) [ 2065 (lo_out_1)
e AUX-2 OUT our)
Network R GroupID (1 + 16776415) [ 128 ; UTC USNO: PTS 9 o8
Zone NaTe IW UTCm\empeﬂ:er;lhedSta)tesNaval Fans Activation (FAN)
Carrier Name RA-CARRIER ALARM Status Flag ~
: - Control
Site Name | RA-SITE
r~LAN Connection
Manual coordinates source v IP Port 4000 F
r~Latitude Run TRX Layer ~
oo 1o T o0 |8 el| | ein
folo o | oo s Enabled on Timeslot A r Run SIP Layer o |
Enabled on Timeslot B r
Longitude
degs mins secs secs/1000 £ @ T £ I3
[ o T o | o | oo W Users' Database
O Internal
5 C From-->
Maidenhead Locator [W

SIP Gateway and RTP Gateway which manage RTP voice packet are required for SIP feature.

Enable both checkboxes of Run RTP Layer and Run SIP Layer, then start writing and close the
window.

21.2 RTP Configuration Window

@ RTP Configuration - KAIROS <GTW CH1> - X
TS A Channel Parameters TS B Channel Parameters ANALOG Channel Parameters
Console IP Address 0.0.0.0
l Channel Enabled j Channel Enabled I Channel Enabled |
enad Data Send Data 2 Send Data 2 B T T SIS r
Send RTP Extension v Send RTP Extension v Send RTP Extension v Use FIXED timestamp on Header r
Send Local Echo v Send Local Echo v Send Local Echo v
Raw Data Exchange I~ Raw Data Exchange I~ Raw Data Exchange [
Symmetric RTP - Symmetric RTP I~ Symmetric RTP -
Yoice Codec pLaw j Voice Codec plaw j Voice Codec pLaw :I'
Yoice IP Ports Yoice IP Ports Yoice IP Ports

From Console (RX) 43000 From Console {(RX) | 43010 From Console (RX) 40020
To Console (TX) 43100 To Console (TX) | 43110 To Console (TX) 40120

Data IP Ports Data IP Ports Data IP Ports Read from File |

From Console (R%) [ 40200 From Console (R%) [ 40210 From Console (R¥X) | 40220 __Wrke onFile |

To Console (TX) 40300 To Console (TX) | 40310 To Console (TX) 40320 R——adl |

It is able to configure to each Time Slot (TS), A and B on the window. In this case, RTP Gateway is
actives to TS A. Enable the checkbox for Channel Enabled, then start writing and close the window.



2.1.3 SIP Configuration Window

~iEix
BIRTSA lMTSBl OGI GI FE ] ~ SIP Trunk Configuration
Remote Server
Account Enabled v e l—
Channelused for  Voice (v Data
IP Port I 5060
Perform SIP REGISTER Procedure [V
Perform SIP UNREGISTER before Restart [~ (Local Server
SIP Password |
Send RTP Header Extension I~ IP Address |
Account Registration Timeout (60 - 7200) [s] I 3600 Send Text and Positioring as SIP M r
P T ) =R V[ s Don't delete Main Numeric Prefix on Dial [~ Trunk Mode NoTrunk =
tang Sequence Time Window (2 - 10) [ [ s Don't delete Alt Numeric PrefixonDial [~
Reply Timeout on Outgoing DMR Call (20 - 120) [s] v | 20 Redister Terminal IDs as SIP I -
Individual ﬁ
Server IP Address | 192.168.0.65 |
Server IP Port 5060 Read from File |
Local IP Port | 5061 Write on File I
|AbharunericPreﬁ)ronDM1Messaqes Protocol UDP (+ TCP Read I
wite | | Cose "

This is SIP Configuration window. The underlined items are mandatory.
* “Account Name”
Account name for the TS

- “SIP User ID”/”SIP Authentication ID”
Extension number assigned to each TS. Both fields should be same number.
In above Example, TS A extension number is “101”. Dialing extension 101 from a SIP phone is able
to call on Time Slot A.

- “SIP Password”
Password for registration to SIP server, but it is not available now.

= “Maximum Conversation Time”
Maximum time to call.

* “Hang Sequence Time Window”
The time to start Hang Sequence.

= Account Enabled
Select whether use SIP Gateway. Check this box.
Note: In advance, enter Server IP Address in SIP Sever to active.

+ Perform SIP REGISTER Procedure
Select whether apply SIP register procedure. Check this box.




SIP Calls from AIR
- Dial Method
Dialing to call from a radio to a SIP phone. Select “Call Alert No Numeric Prefix + SIP Number”.

- DTMF Sending Method
Exchange DTMF tone between a radio and a SIP phone. Select In-Band.

- AIR Calls from SIP
Select from Individual or Group for the call which a SIP Gateway calls with extension number
assigned to the TS. The example is ID 301 Individual Call

- SIP Server
Enter SIP server IP address and Port number, and select Protocol.
As default setting, configure as below. (Each TS has default Local IP Port.)

Server IP Port 5060
TSA 5061
Local IP Port
TS B 5062
Protocol UDP

* Main Numeric Prefix on DMR Call Alerts
If a radio calls another extension number, Add Prefix to the extension number.
For example, when a radio calls extension number 200, dial UID 99200. In this case, dialing UID has
to be maximum 6 digits including Prefix.

* Alternate Numeric Prefix on DMR Call Alerts
It is able to configure different prefix with Main Numeric Prefix on DMR Call Alerts.

Configuration of SIP Gateway has to be same with connected SIP server. For details, refer 4. Appendix
A



3

Sample Configuration

This chapter describes the sample of configuration for each parameter.
Refer each parameter of following system and the parameter of SIP Gateway in KAIROS manager.

SIP Server
l IP Address: 192.168.0.65
SIP Phones
Phone: 1 —— KAIROS
Extension: 200 Switch % . \ Gateway
| TS A Extension: 101
ain Numeric Frerix:
KAIROS
Repeater

Phone: 2
Extension: 201

[ UID:301 | UID:302
D: GID:1
SIP Configuration - KAIROS <SLV 1-BU MST> | Y [] JEH
DMRTSA |DMR TS B | ANALOG | POCSAG | P25 |
— SIP Trunk Configuration
A Remote Server
Account Enabled |
Account Name |kaROS TS1 o IP Address |
SIP User ID 101 < B IP Port [ 5060 |
SIP Authentication® 151 Perform SIP REGISTER Procedure v
SIEE d l_ Perform SIP UNREGISTER before Regtart [ r~Local Server B
Send RTP Header Extension r IP Address |
Account Registration Timeout (60 - 7200) [s] 3600 Send Text and Positioning as SIP M r
e =y P o Don't delete Main Numeric Prefix on Dial |~ TunkMode [ NoTrunk | =
tang Sequence Time Window (2 - 10) [<] [ s Don't delete Alt Numeric Prefix on Difl [~
Reply Timeout on Outgoing DMR Call (20 - 120) [s] |7| 20 Register Terminal IDs s SIP r
~ SIP Calls from AIR AIR Calls from SIP——————
~Dial Method ID to cal [ 301
Call alert to SIP Number c [ indvidial =
Call alert to Numeric Prefix + SIP Number o
Text Message with Alphanumeric Prefix + SIP Number C
~ DTMF Sending Method
L Fard 2 SIP Server
Into a SIP INFO Message C
As RTP EVENT C Server IP Addr 192, 168.0.65
Main Numeric Prefix on DMR Call Alerts | 99 LA 5060 Read from File
Alternate Numeric Prefix on DMR. Call Alerts | local PPort 5061 Write on File
Alphanumeric Prefix on DMR Messages | Protocol UDP {+ TCP Read ]
Write |




@Call from a SIP phone to a Radio

Configure ” AIR Calls from SIP” in the SIP Configuration Window of KAIROS Manager.

Case 1:

When a SIP phone calls to TS A Extension: 101, a radio (UID: 301) emits Call Alert tone. Pressing
Radio PTT button to start a voice call.

UID: 301
GID: 1

AIR Calls from SIP
ID to Call: 301
‘ \\ Call Mode: Individual I'

Coneditney Kty UID: 302
SIP Phone SIP Server i\” i\” GID: 1

Call to “Extension: 101" | > SIP USER/Authentic ID: 101

KAIROS KAIROS
Gateway Repeater
Case 2: In case of Group call
Call to “Extension: 101” | > SIP USER/Authentic ID: 101 uID: 301

GID: 1
AIR Calls from SIP
ID to Call: 1
‘} Call Mode: Group

! & “% UID: 302

SIP Phone SIP Server GID: 1
KAIROS KAIROS d

Gateway Repeater

In this case, all radios emits Call Alert tone. When one of the radios presses the PTT button, stop
alerting and start a voice call.

@Call from a Radio to a SIP phone
For example, to call a SIP phone assigned Extension: 201, a radio uses Paging Call.

Call to “Extension: 201" ::> Extension:_

“ - » Main Numeric Prefix
Call to “Extension: 99201 > on DMR Call Alerts: 99
! }
‘V?&;) . ‘V#&;) .
gl ‘i\” ‘i\”
SIP Server SIP Phone

KAIROS KAIROS
Repeater Gateway

To start Paging Call, prefix 99 should be added to UID number. In the above case, UID is
Prefix’99"+Extension”2017="99201". SIP Gateway received “99201” as UID recognizes Extension: 201
by prefix and calls Extension: 201. By picking up the phone handset of the phone, the call from Radio
to SIP phone is established.



Reference:

- As described above, KAIROS Manager is able to assign only one call destination to each TS.
And also, it is possible to specify multiple call destinations by using Radio Activity SIP Proprietary
Headers. Edit Radio Activity proprietary header information to the extensions.conf which is a
configuration file in Asterisk SIP server . For detail, refer 4.4.2.extensions.conf.

@ Terminate a call
* by SIP phone
Hanging up the phone handset to terminate the call

- by Radio
Repeat PTT ON and OFF three times during Hang Sequence timer configured on SIP Configuration
window to terminate the call. If Auto Reset Timer is configured, it is not able to re-call during the time.
Therefore, shorter Auto Reset Timer could be recommended.



4 Appendix A

This chapter describes an example of SIP server, Asterisk setup procedure and installation of
necessary software as we investigated and explains Extension and External phone setting, too.

4.1 What is Asterisk?

Asterisk is open source IP-PBX software developed by digium in USA. It is distributed as GPL2 and
ported in Linux, FreeBSD, Solaris, MacOS, and Windows.

digium

The Asterisk Company

Asterisk has several functions related to telephone not only extensions but also voice recording and
voice mail, voice conference and connecting PSTN, etc...

4.2 Install Asterisk

CentOS7, one of Linux distribution was used to investigate setup procedure in this time. Asterisk does
not need a high spec PC to install, but we used 16GB hard disk in order to use database software.
Following example shows installation of OS, network configuration and so on, you may skip if not
needed. Remind you that the required software package may depends on Linux OS version or Base
environment, etc.

4.2.1. OS installation
Get "CentOS-7-x86_64-DVD-1804.iso” from the link and refer installed PC condition.
https://www.centos.org/download/
Base environment: Server (use GUI)
Add-on: KDE

4.2.2. Network configuration
It needs internet connect to start following procedure.
It must configure NIC (Network Interface Card) and proxy settings of “yum” and “wget”.
Administrator login level is required to proceed setting.
Open console window and enter command as below.

- yum

vi /etc/ yum.config

As next, edit Proxy URL your internet connection.
proxy = http://proxy.xxxxxxx



= wget

vi letc/wgetrc

As next, edit Proxy URL your internet connection.
http_proxy= http://proxy.xxxxxxx
https_proxy= https://proxy.xxxxxxx

4.2.3. Install necessary software for compilation

yum -y install zip unzip bzip2 gcc gcc-c++ make wget subversion libxml2-devel ncurses-devel
openssl-devel vim-enhanced kernel-devel

4.2.4. Add EPEL and REMI as yum repository

yum install epel-release

wget http://rpms.famillecollet.com/enterprise/remi-release-7.rpm

rpm -Uvh remi-release-7.rpm

yum update

It takes about 25 minutes for “yum update”.

4.2.5. Stop security function
Stop security function temporarily to avoid interfering during installation. After completing all
installation, it should be returned before starting operation if you need.

+ Stop SELinux

vi /etc/selinux/config

As next, disable SELINUX like following.
SELINUX=disabled

- Stop Firewall

systemctl stop firewalld

systemctl disable firewalld

42.6. Reboot

Enter reboot command to reflect configuration.

reboot




After rebooting, keep login with administrator level for further configuration.

4.2.7. Download and unzip Asterisk
After downloading Asterisk via internet, unzip compressed file.

cd /usr/src

wget http://downloads.asterisk.org/pub/telephony/asterisk/asterisk-15-current.tar.gz

tar zxvf asterisk-15*.tar.gz

4.2.8. Install necessary library for Asterisk scripts

cd /usr/src/asterisk-15*/contrib/scripts

Jinstall_prereq install

4.2.9. |Install library which is not available repository
Download and install the library which is not available repository.

yum install -y https://dl.fedoraproject.org/pub/epel/6/x86_64/Packages/I/libresample-0.1.3-12.el6.x86_64.rpm
https://dl.fedoraproject.org/pub/epel/6/x86_64/Packages/I/libresample-devel-0.1.3-12.e16.x86_64.rpm

4.2.10. Install by using Asterisk script

Jinstall_prereq install-unpackaged

In case an error occur and stop installation during procedure, subversion proxy setting might be
inactive.

vi ~/.subversion/servers

After the command, check proxy settings as below.
[global]
http-proxy-host = proxy.xxxxx (remove “http://”)
http-proxy-port = xxxx (Port number of proxy server)

4.2.11. Install DAHDI
DAHDI is Digium Asterisk Hardware Device Interface to manage connection between kernel
module and external phone line.
External connecting card is not used this time, but we install DAHDI in order to install necessary
library for Asterisk.
The latest version 2.11.1 of DAHDI is not installed correctly, we install the previous version.

cd /usr/src/

wget https://downloads.asterisk.org/pub/telephony/dahdi-linux-complete/dahdi-linux-complete-2.10.2+2.10.2.tar.gz




tar zxvf dahdi-linux-complete-2.10.2+2.10.2.tar.gz

cd dahdi-linux-complete-2.10.2+2.10.2

make && make install && make config

4.2.12. Add Dummy Setting in DAHDI Modules File

vi /etc/dahdi/modules

After executing above command, add following two lines at the end of line.
# DAHDI Dummy
dahdi_dummy

4.2.13. Confirm whether DAHDI can be executed

service dahdi start

Edit the command to start DAHDI and shows following.

Starting dahdi (via systemctl): [ OK ]

Next, edit command to stop DAHDI.

service dahdi stop

4.2.14. Install Asterisk
Change directory

cd

cd /usr/src/asterisk-15*/

Start scripts

./bootstrap.sh

Jconfigure

Edit commands to build and install

make && make install && make samples && make config && make install-logrotate

Idconfig

4.2 .15. Start Asterisk and confirm whether Asterisk console is available

service asterisk start

asterisk -vvvvvr




If success, following window will be shown.

[root@localhost admin]# asterisk -vvvcr

Asterisk 15.5.@, Copyright (C) 1999 - 2816, Digium, Inc. and others

Created by Mark Spencer <markster@digium.com:>

Asterisk comes with ABSOLUTELY NO WARRANTY; type 'core show warranty' for details.
This is free software, with components licensed under the GNU General Public
License version 2 and other licenses; you are welcome to redistribute it under
certain conditions. Type 'core show license' for details.

Connected to Asterisk 15.5.@ currently running on localhost (pid = 1783)
== Using SIP RTP CoS mark 5
-- Executing [2@2@default:1] ("SIP/201-0e@eeee0", "SIP/202,30,r") in new stack
== Using SIP RTP CoS mark §
-- Called SIP/282
-- SIP/202-60606081 is ringing
== Spawn extension (default, 282, 1) exited non-zero on 'SIP/281-000000080"
localhost*CLI> quit
Asterisk cleanly ending (@).
Executing last minute cleanups
[root@localhost admin]# vi /etc/asterisk/extensions.conf
[root@localhost adminl# vi /etc/asterisk/extensions.conf
[root@localhost adminl# service dahdi start
Starting dahdi (via systemctl): [ 0K ]
[root@localhost admin]#
[root@localhost admin]# service dahdi stop
Stopping dahdi (via systemctl): [ 0K 1]
[root@localhost admin]# asterisk -vvvvvr
Asterisk 15.5.@, Copyright (C) 1999 - 28716, Digium, Inc. and others
Created by Mark Spencer <markster@digium.com>
Asterisk comes with ABSOLUTELY NO WARRANTY; type 'core show warranty' for details.
This is free software, with components licensed under the GNU General Public
License version 2 and other licenses; you are welcome to redistribute it under
certain conditions. Type 'core show license' for details.

Connected to Asterisk 15.5.@ currently running on localhost (pid = 1783)
localhost*CLI> ]

Enter command to exit Asterisk console.

exit

4.2.16. Auto Execution Setting
Enter following command in order to execute automatically from next time.

chkconfig asterisk on

Complete Asterisk installation for SIP server, and continue Database installation in Section 4.4.



4.3 Install Maria DB

Asterisk uses Data Base to manage voice communication. This chapter describes installation and
initial settings of MariaDB which is one of Data Base software.
Please configure as administrator from this.

4.3.1. Uninstall Old Version MariaDB
MariaDB is available to install by using yum, but it makes old version be installed. So after deleting
old version, re-install.
The delete command is following.

yum remove mariadb mariadb-libs

4.3.2. Add yum Repository
Register other repository in order to install new MariaDB. Following example shows that the
repository (MariaDB10.1) for CentOS7 is added.

vi /etc/yum.repos.d/MariaDB.repo

After enter the command, enter below contents.

[mariadb]

name = MariaDB

baseurl = http://yum.mariadb.org/10.1/centos7-amd64
gpgkey=https://yum.mariadb.org/RPM-GPG-KEY-MariaDB
gpgcheck=1

4.3.3. |Install New Version MariaDB
Enter following command to install. As option
at 4.3.2 comes to be available.

”

--enablerepo=mariadb”, the repository which is set

yum -y install --enablerepo=mariadb MariaDB-common MariaDB-devel MariaDB-shared MariaDB-compat MariaDB-server

MariaDB-client

4.3.4. Initial Setting
Here, configure some settings by making a copy the minimum configuration sample of MariaDB.

cp -p /usr/share/mysql/my-small.cnf /etc/my.cnf.d/server.cnf

1]

Enter “y” to make a copy.

cp: Overwite “/etc/my.cnf.d/server.cnf'?

Modify each setting.

vi /etc/my.cnf.d/server.cnf

Enter the command and add each lines at the part of” #### added” in following example.



This example shows that the destination of saving Data Base is "datadir=/var/lib/mysql”.

[client]

port = 3306

socket = /var/lib/mysqgl/mysql.sock
default-character-set = utf8 #HH added

[mysqld]

port = 3306

socket = /var/lib/mysqgl/mysql.sock
skip-external-locking
key_buffer_size = 16K
max_allowed_packet = 1M
table_open_cache = 4
sort_buffer_size = 64K
read_buffer_size = 256K
read_rnd_buffer_size = 256K
net_buffer_length = 2K
thread_stack = 240K

datadir=/var/lib/mysq| #HH added
character-set-server = utf8 #H#HHt added
server-id = 1
[mysqgldump]

4.3.5. Activate and Start Service
Enter following command to automatically start when OS is started next time.

systemctl enable mariadb.service

systemctl start mariadb.service

4.3.6. Checking
Confirm whether MariaDB works correctly. Enter following command.

mysql -uroot -p

At initial setting, there is no password. Click enter with blank.
Next, following is shown if correct.



[root@localhost admin]# mysql -urcot -p

Enter password:

|Welcome to the MariaDB monitor. Commands end with ; or \g.
Your MariaDB connection id is 2

Server version: 10.1.35-MariaDB MariaDB Server

Copyright (c) 2@ee, 2018, Oracle, MariaDB Corporation Ab and others.

Type 'help;' or '\h' for help. Type '\c¢' to clear the current input statement. I

MariaDB [(none)l> i

Continue configuring Data Base for Asterisk.

4.3.7. Configuration of Data Base for Asterisk
4.3.7.1. Make Data Base
Make Data Base as the name "asteriskdb”, and configure.
Enter following command.

CREATE DATABASE asteriskdb;

If correct, "Query OK, x row affected (x.xx sec)” is shown.

MariaDB [(none)]> CREATE DATABASE asteriskdb;
Query 0K, 1 row affected (8.83 sec)

Next, enter following command in order.

GRANT ALL PRIVILEGES ON asteriskdb.* TO asteriskdb@localhost IDENTIFIED BY ‘ASTERISK' WITH GRANT OPTION;

ASTERISK which is shown using bold font and underline shows the password of this Data Base.
Please execute following.

FLUSH PRIVILEGES;

USE asteriskdb;

If correct, following is shown.

MariaDB [(none)]> USE asteriskdb;
Database changed
MariaDB [asteriskdb]> []

exit

Exit MariaDB.

4.3.7.2. Make Table Data
Make a table data for Asteriskdb. Enter following command.

First, use a prepared table as SQL in Asterisk.

mysq|l -uroot -Dasteriskdb -p < /usr/src/asterisk-15.*/contrib/realtime/mysqgl/mysql_config.sql

mysq| -uroot -Dasteriskdb -p -e "drop table alembic_version;"




mysql -uroot -Dasteriskdb -p < /usr/src/asterisk-15.*/contrib/realtime/mysqgl/mysql_cdr.sql

mysq| -uroot -Dasteriskdb -p -e "drop table alembic_version;"

mysq|l -uroot -Dasteriskdb -p < /usr/src/asterisk-15.*/contrib/realtime/mysqgl/mysql_voicemail.sql

Next, make a table which is not prepared as SQL.
For CEL (Channel Event Logging) table data. Enter the command.

mysql -uroot -Dasteriskdb -p

Next, enter like followings. Complete entering till end of right edge and the enter key, "->” will be
shown. Continue entering the command.

CREATE TABLE IF NOT EXISTS cel (
id int(11) NOT NULL auto_increment,
eventtype varchar(30),
eventtime datetime,
cid_name varchar(80),
cid_num varchar(80),
cid_ani varchar(80),
cid_rdnis varchar(80),
cid_dnid varchar(80),
exten varchar(80),
context varchar(80),
channame varchar(80),
src varchar(80)
dst varchar(80),
channel varchar(80),
dstchannel varchar(80),
appname varchar(80),
appdata varchar(80),
amaflags int(11),
accountcode varchar(20),
uniqueid varchar(32),
userfield varchar(255),
linkedid varchar(32),
peer varchar(80),
userdeftype varchar(255),
eventextra varchar(255),
PRIMARY KEY(id),

KEY uniqueid_index (uniqueid),
KEY linkedid_index (linkedid)



Next,

exit

Exit to complete making table data for CEL.
Next, make a table data for Queue Log. Enter following command same as making a table data for
CEL.

mysql -uroot -Dasteriskdb -p
CREATE TABLE queue_log (
id bigint(255) unsigned NOT NULLAUTO_INCREMENT,
time varchar(26),
callid varchar(40),
queuename varchar(20),
agent varchar(20),
event varchar(20),
data varchar(100),
data1 varchar(40),
data2 varchar(40),
data3 varchar(40),
data4 varchar(40),
data5 varchar(40),
created timestamp NOT NULL DEFAULT CURRENT_TIMESTAMP,
PRIMARY KEY (id),
KEY queue (Qqueuename),

KEY event (event)
exit
Making all of table data is completed.

4.3.7.3. Make View Data
Make “sigregs” view data to Asteriskdb data base.

mysql -uroot -Dasteriskdb -p
CREATE VIEW sipregs’ AS SELECT
G

,’name’

,ipaddr’

» port’

, regseconds’

, defaultuser’

, fullcontact

, regserver’

, useragent’

, lastms’
FROM ‘sippeers’;

exit



4.3.7.4. ODBC Setting
This section describes configuration of ODBC (Open Database Connectivity). ODBC is common
interface for integrating access to each data base.
First, confirm whether MySQL is registered in /etc/odbcinst.ini.

vi /etc/odbcinst.ini

Next, confirm whether there is following description. If there is not, add description.

[MySQL]

Description=ODBC for MySQL
Driver=/usr/lib/libmyodbc5.so
Setup=/usr/lib/libodbcmyS.so
Driver64=/usr/lib64/libmyodbc5.so
Setup64=/usr/lib64/libodbcmyS.so
FileUsage=1

[MySQL ODBC 5.3 Unicode Driver]
Driver=/usr/lib64/libmyodbc5w.so

UsageCount=1

[MySQL ODBC 5.3 ANSI Driver]
Driver=/usr/lib64/libmyodbc5a.so

UsageCount=1

Next, add the configuration in order to connect to Asterisk in /etc/odbc.ini. If odbc.ini doesn’t exist,
make the file.

vi /etc/odbc.ini

Entering vi command, add below description.

[ASTERISK_DB]

Description = ASTERISK_DB

Driver = MySQL ODBC 5.3 Unicode Driver
SERVER = 127.0.0.1

UID = asteriskdb

PWD = Password

DATABASE = asteriskdb

Port = 3306

"Password” has been configured in section 4.3.7.1.



44 Configuration of Asterisk

This chapter describes an example of description for Asterisk’s sip.conf and extensions.conf files.
SIP server connects to SIP devices when following settings are correct.

- Extensions should be registered.

- Action for registered extension should be defined when it receives.

Note that the unregistered extension doesn’t work connection processing.

441 sip.conf
It locates at /etc/asterisk/sip.conf.
Register extensions number of SIP devices which SIP server manages in sip.conf file.
Following shows an example based on Sample system in Chapter3. Refer following URL for detail of
Asterisk sip.conf.
https://www.voip-info.org/asterisk-config-sipconf/

[general]
context=default
allowguest=yes
allowoverlap=no
bindaddr=0.0.0.0
tcpenable=no
transport=udp
srvlookup=no
disallow=all
allow=ulaw

dtmfmode = info

[101]
type=friend
defaultuser=101
canreinvite=no

host=dynamic

[200]
type=friend
defaultuser=200
canreinvite=no

host=dynamic

[201]
type=friend
defaultuser=201
canreinvite=no

host=dynamic



4.4.2 extensions.conf

It locates at /etc/asterisk/extensions.conf.

This file has descriptions of action when registered extension is called by other extension, or registered
extension calls to other extension (This is called “Dial plan.).

Basic form is "exten => extensions, priority, application”. Following is a sample of "Dial” application
which shows calling to other and connecting each channels.

exten => 201,1,Dial(SIP/201,30,r)

/

When extension: 201 Execute “Dial” application
is called SIP/201 = Specify Extension:201 SIP device
30 = Call time(second)
Priority r = Make listen Ring Back Tone
to calling side when calling

In case there is multiple applications, they will start sequentially referring priority.
In detail of Asterisk’s extensions.conf, please refer following URL.
https://www.voip-info.org/asterisk-config-extensionsconf/

4.4.2.1. Basic Configuration
Following describes an example for Sample system in Chapter 3. In this case, the extension number
specified to TS calls UID/GID configured in "AIR Calls from SIP”.

[default]
exten => 101,1,Dial(SIP/101,30,r)
exten => 101,2,Hangup()

exten => 200,1,Dial(SIP/201,30,r)
exten => 200,2,Hangup()

exten => 201,1,Dial(SIP/202,30,r)
exten => 201,2,Hangup()

4.4.2.2. Advanced Configuration

In basic configuration, only one call destination can be assigned to TS.

But, by using Radio Activity’s proprietary header, it is possible to configure any destinations.
Following shows an example of extensions.conf.



exten =>111,1,SIPAddHeader(RA-Header-Call Type: 8)

exten =>111,n,SIPAddHeader(RA-Header-DstDmrld: 17\ Order to call “Call
exten =>111,n ,Dial(Sip/101,20,ft)
exten —>111,n,Hangup

fi

to Repeater

Type:8(Group Call), ID: 17

When extension:111 is called

Extension specified to TS of Repeater

Call to “Extension: 111”

Q

SIP Phone

If extension “111” is called,
Server sends following SIP header to
“TS A” extension “101”.
RA-Header-CallType: 8
RA-Header-DstDmrld: 1

|:> Group Call
toGID 1

SIP Server

Call Type is specified like following.

Call Type Description
0x00 Private Call
0x08 Group Call

Note:

AIR Calls from SIP
ID to Call: 301
Call Mode: Individual

These settings
are ignored

SIP USER/Authentic ID: 101

KAIROS KAIROS
Gateway Repeater

Extension: 111 must be added same as other extensions in sip.conf file.

[111]
type=friend
defaultuser=111
canreinvite=no

host=dynamic

4.4.3 Reflect and Confirm Configuration Files

It has to reflect configuration when the files are modified.

Entering following commands on terminal window, Asterisk CLI will be shown.

>

asterisk -vvver




[root@localhost admin]# asterisk -vwvcr

Asterisk 15.5.8, Copyright (C) 1999 - 2816, Digium, Inc. and others.

Created by Mark Spencer <markster@digium.com>

Asterisk comes with ABSOLUTELY NO WARRANTY; type 'core show warranty' for details.
This is free software, with components licensed under the GNU General Public
License version 2 and other licenses; you are welcome to redistribute it under
certain conditions. Type 'core show license' for details.

Connected to Asterisk 15.5.8 currently running on localhost (pid = 1783) I
localhost*CLI> !

If above figure is shown, Asterisk is working correctly. On this window, enter following commands.

sip reload

dialplan reload

This makes each configurations be reflected.

Below shows the list of all extensions which is configured.

sip show peers

localhost*CLI> sip show peers

Name/username Host Dyn Forcerport Comedia ACL Port Status Description
181/181 192.168.0.40 D Auto (No) No 57224 Unmonitored
111/111 (Unspecified) D Auto (No) No ] Unmonitored
l@08/200 (Unspecified) D Auto (No) No ] Unmonitored
281/201 (Unspecified) D Auto (No) No ] Unmonitored
282/202 (Unspecified) D Auto (No) HNo 1] Unmonitored
2121/202 (Unspecified) D Auto (No) No ] Unmonitored

6 sip peers [Monitored: @ online, @ offline Unmonitored: 1 online, 5 offline]
localhost*CLI> []

It is described connection to the extension: 101 having IP address "192.168.0.40”.
It can confirm whether the registered SIP devices (including KAIROS) are available or not.

Exit CLI.

quit




444 Connectto Outside Line (Public Line)
In the case of connecting to outside line (public line), it is necessary subscribing IP telephone network
service in advance.
These services vary from each country. Following describes an example of the connection in Japan.
Service and account information used this time are following.

- Service Information

Service Name Fusion IP-Phone Smart

Company Name Rakuten

= Account Information

Name Value Remarks

Phone Number 0505329xxxx

Domain Name smart.0038.net

SIP Account 5329xxxx without “050” from Phone Number
SIP Account Password || yyyyyyyy

Add following settings at "[general]” section in sip.conf.

pedantic=yes ; <- If you need to connect internet
register => 5329xxxx:yyyyyyyy@smart.0038.net

i ™~

SIP Account Domain Name

SIP Account Password

Furthermore, add "[fusion]” section.

[fusion]
type=friend
username=5329xxxx
fromuser=5329xxxx

secret=yyyyyyyy
host=smart.0038.net

fromdomain=smart.0038.net /' Domain Name
context=incoming

|nsecure=pTrt,Wte\, Described in extensions.conf separately

canreinvite=no
dtmfmode=rfc2833

SIP Account

SIP Account Password




The sip.conf sample added these lines is below.

[general]
context=default
allowguest=yes
allowoverlap=no
bindaddr=0.0.0.0
tcpenable=no
transport=udp
srvlookup=no
pedantic=yes
disallow=all
allow=ulaw
dtmfmode = info
;fusion register
register => 5329xxxx:yyyyyyyy@smart.0038.net
[fusion]

type=friend
username=5329xxxx
fromuser=5329xxxx
secret=yyyyyyyy
canreinvite=no
context=incoming
insecure=port,invite
host=smart.0038.net
fromdomain=smart.0038.net
dtmfmode=rfc2833
allowsubscribe=no
[101]

type=friend
defaultuser=101
canreinvite=no
host=dynamic

[200]

type=friend
defaultuser=200
canreinvite=no
host=dynamic

[201]

type=friend
defaultuser=201
canreinvite=no

host=dynamic



Next, add Send/Receive configuration in extensions.conf. Section name is "[incoming]”.

- Receive configuration
[incoming]
exten => 5329xxxx,1,Dial(SIP/01,30)

A SIP Account

Above example shows that extension: 01 is called when the registered outside line account ”
5329xxxx” receives a call.

- Send Configuration

Following example shows configuration which Radio calls to outside line.
This example is based on following diagram.

Router i
A
| SIP Server
Call to “Extension: 1000” |::> ‘
! “ SIP Phone

Main Numeric Prefix
on DMR Call Alerts: 99

If extension “1000” is called, ::> Phone Number:
Call “050-123-4567" 050-123-4567

KAIROS KAIROS
Repater Gateway

PBX

Call to “Extension: 991000”

In the case of a call from a radio to outside line, it is also necessary to add prefix which is configured in
SIP Gateway. This time, UID: 1000 is assigned to connect with outside line.
The contents should be described in extensions.conf as below.

exten => 1000,1,Set(CALLERID(num)= 5329xxxx) SIP Account
exten => 1000,1,Set(CALLERID(name)=5329xxxx
exten => 1000,n,Dial(SIP/0501234567 @fusion)

A

UID for connecting outside line Outside line Num which is called

The description following to @ in the third line should be section name “fusion” added in sip.conf.



The extensions.conf sample is below.

[default]

exten => 101,1,Dial(SIP/101,30,r)
exten => 101,2,Hangup()

exten => 200,1,Dial(SIP/200,30,r)
exten => 200,2,Hangup()

exten => 201,1,Dial(SIP/201,30,r)
exten => 201,2,Hangup()

exten => 1000,1,Set(CALLERID(num)=5329xxxx)
exten => 1000,2,Set(CALLERID(name)=5329xxxx )
exten => 1000,3,Dial(SIP/0501234567@fusion)

[incoming]

exten => 5329xxxx,n,Dial(SIP/101,20,ft)

4.5 Regarding SIP phone and Other SIP Devices

- SIP phone corresponding Asterisk was used in this investigation. It should be reminded that SIP
phone must be chosen one which your SIP server is supporting.
- Always IP device has to configure below.
1. Extension of SIP device itself.
2. SIP server’s IP Address

4.6 Reference

References: Following each files are issued by Radio Activity.
“AN_0015 - KA_SIP releases ***.pdf”
"ENB52-KAIROS user manual ***.pdf”
"PTP usage and applications ***.pdf’



